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ABSTRACT

One contributing factor to how people choose to use technol-
ogy is their perceptions of associated risk. In order to explore
this influence, we adapted a survey instrument from risk per-
ception literature to assess mental models of users and tech-
nologists around risks of emerging, data-driven technologies
(e.g., identity theft, personalized filter bubbles). We surveyed
175 individuals for comparative and individual assessments
of risk, including characterizations using psychological fac-
tors. We report our observations around group differences
(e.g., expert versus non-expert) in how people assess risk, and
what factors may structure their conceptions of technologi-
cal harm. Our findings suggest that technologists see these
risks as posing a bigger threat to society than do non-experts.
Moreover, across groups, participants did not see technolog-
ical risks as voluntarily assumed. Differences in how people
characterize risk have implications for the future of design,
decision-making, and public communications, which we dis-
cuss through a lens we call risk-sensitive design.
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INTRODUCTION

Emerging data technologies are primarily developed by cap-
turing or acquiring a large data set to use for further analy-
sis or model training. Designers also build responsive and
personalized systems that learn from user behaviors. In both
cases, these data are generated from user-specific behaviors
tracked and archived, often on public, web platforms such as
Facebook, Twitter, etc. Thus, users largely lay the founda-
tions for the accelerating area of Big Data Technologies, in-
cluding machine learning (ML), artificial intelligence (AI),
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and behavior-driven design. These users must rely on the
companies and parties to whom they have given their data
(knowingly or not) to be ethical.

Yet, we already know that many impacts (e.g., privacy, eth-
ical, legal) and constraints (e.g., protocols, technological ca-
pabilities) of online technologies are poorly understood by
users [24, 8, 36, 15]. We also know that, when asked, users
are often uncomfortable or find undesirable the practices of
online behavioral advertising (OBA) and personalization [37,
34]. This misalignment is often framed as a consumer trade-
off between privacy and personal benefit [13, 40]. Framing it
this way leads to an assumption that the benefit of web ser-
vices must outweigh consumer’s privacy concerns since users
are not opting out of services.

However, if consumers really are performing this cost-benefit
analysis and making a conscious decision, then why we do
we see such hype and panic around risks and harms caused
by technology in the media? Daily news headlines relay in-
justice [19, 1, 4, 33], personal boundary violations [32], and
gloom [26, 18, 14] over the impacts of technology on society.
Some of these problems may indeed warrant concern from
the public and social advocates; others might be overblown
headlines to keep technology followers clicking. Meanwhile,
previous research shows that, when prompted, users do have
concerns over issues like data privacy [9, 22, 6]. Therefore,
we wonder, do users actually understand the relationship be-
tween the data they hand over and the systems being built
from that data, including those that could lead to the kinds of
risks and harms they read about in the media? What dimen-
sions of how people perceive risk impacts their overall judg-
ment? Are these issues being communicated equally across
different pockets of the public?

These questions are also pertinent to understanding the role
experts should play in the communication and assessment of
risk. Much like a doctor who needs to tell a patient the risks
of choosing to do a surgery or not, technology providers and
software creators must consider how they communicate pos-
sible risks to their users. This role is much different than that
of a doctor, given the speed of user consent, the lacking hu-
man relationships between engineers and users, and the fact
that often services being adopted are free. In this context, we
need to better understand how experts and the lay public each
think about risk, in order to develop improved expectations
around the state of people’s internal assessment of risk (i.e.,
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their risk perceptions) and then what might be done for better
communication, consent, and decision-making.

In order to better understand the psychological dimensions of
this problem, we modified and implemented a classic survey
instrument from risk perception literature [30]. The origi-
nal study validated an interesting phenomenon: that the more
voluntary one perceives a risk to be, the more willing they
are to accept it. The paper also examined the differences be-
tween expert and non-expert risk perceptions. We designed a
derivative instrument focusing on risks posed to society by
emerging technologies (rather than the original study’s fo-
cus on environmental and health hazards), with a particular
emphasis on hazards from technologies emerging due to the
rapid availability of data.

After surveying 175 people, 26 of which were technical "ex-
perts,” we found significant differences in their perception of
risks related to technology. We considered an expert someone
who was either working in a technical role or at an advanced
phase toward earning a degree in a computing field. Our find-
ings indicated interesting contrasts between how the groups
ranked and rated risks. We also found that, despite terms of
service agreements, many risks related to data technologies
were perceived as involuntary by both groups.

These results have implications for design, public communi-
cations about technology, policy, and the study of user men-
tal models. In this paper, we discuss the relevance of study-
ing risk perception to HCI, report findings from the deploy-
ment of our derivative instrument, and analyze these findings
in light of a simple model we are calling "risk-sensitive de-
sign" for interpreting when misaligned risk perceptions may
warrant reconsideration.

RELATED WORK

Past Work on User Attitudes and Beliefs

A lot of complexity lies in the details of how data is processed
and shared once a user opts into a service that captures behav-
ior and information. And while there are benefits for person-
alized features, numerous studies have shown that users do
not always want or like these perceived benefits, or that they
do not think these benefits outweigh privacy or related con-
cerns [5, 34]. For example, users think that data being sold to
third parties does not benefit them [9].

While some may argue that this is simply a logical trade-off
of privacy for convenience or utility [40], research has shown
that feelings, comprehension, and reasoning patterns users
apply in real situations do not actually support this baseline
privacy trade-off. Studies by Cranor et al. have shown that
users carry nuanced views about the context in which they
feel comfortable with information disclosure, and that they
may dislike true data practices, if properly understood [11].
Besmer and Lipford have furthered findings that once mis-
conceptions are clarified, users may regret their technology
and disclosure choices [8]. Other studies have shown that it
often takes a personal experience before people elevate their
awareness of risks they may be ignoring with online tech-
nologies [22]. Problems like this could be related to design
choices. For example, when given graphics on their mobile

devices about when data is collected and where it goes, users
are often shocked [6]. Findings by Angulo and Ortlieb point
toward the need for better design to educate and inform users
around the scenarios they find most concerning [3].

The issue is, we do not always know where these nuanced
anxieties truly come from, particularly since, rather than un-
derstanding how technologies work, individual users are of-
ten applying their own folk models to reason about technol-
ogy [39, 41]. This makes it difficult to discern ideal forms
of transparency in design. We do, however, know that this
transparency is not being achieved by the legal agreements
that should clarify risk. A number of researchers have shown,
for example, that privacy policies are too complex for the av-
erage adult [23, 21], and that users often misunderstand what
rights they give over to platforms in their content under the
copyright policies to which they are bound [17]. Barocas and
Nissenbaum further explain [7], that given the complex na-
ture of our data economy, it would be nearly impossible for
these fixed agreements to be truly transparent. The legal and
technical sophistication of terms of service and data markets
make the idea of solving the problem with a unilateral, trans-
parent opt-in agreement a hard goal to chase. However, given
the heightened importance of technology and data to all of our
lives [35], it is imperative we continue to innovate on how to
make users more aware and shape the future of technology to
equally benefit everyone.

For these reasons, we believe there is interesting work to be
done looking not at what users comprehend from a terms of
service, privacy policy, or a particular interface, but instead
what risks they perceive related to technology broadly. As re-
search by Acquisti and Gross suggest, privacy concerns may
not correspond well to user behavior [2]. Thus, it may be that
studying other factors such as risk could clarify dimensions
of user reasoning and behavior patterns.

Risk Perception Studies

There have been many interesting studies within the risk per-
ception literature that could be relevant for HCI and technol-
ogy policy research. The early goals of the field resonate with
some the current work studying user attitudes and believes. A
foundational paper, "Characterizing Perceived Risk," states
the problem as follows: "[This risk perception study] aims to
discover what people mean when they say that something is
risky; to develop a psychological taxonomy of risk that can
be used to understand people’s perceptions and predict soci-
etal response; and to develop methods for assessing public
opinion about risk in a way that is useful for informing policy
decisions" [31].

This literature has often tried to characterize how a balance is
reached between perceived risks and perceived benefits [28].
We believe this framing may help designers and policymak-
ers working with socio-technical systems. Particularly rele-
vant to HCI, risk perception research shows a higher willing-
ness for people to take on risks when they believe they are
voluntary [30]. That is, risks such as driving or football are
taken with less concern because the individual has chosen to
do so. They also found that the differences in risk perception



between experts and the public lead to concerning trends in
inter-group trust and democracy [29].

Seeing these past findings as having relevance to today’s con-
versations about user perceptions of computing systems, we
believed there is value in replicating a risk perception instru-
ment that focuses on technologies germane to contemporary
society. Next we discuss the shape our adapted instrument
took and our methods for seeking and grouping participants.

METHODS

Our interest in applying work from the risk literature to HCI
was to garner fresh insights about how users and experts think
about the risks posed by new technologies. The original
study we replicated came from a 1980 paper called "Facts and
Fears: Understanding Perceived Risk" [30]. In the write-up
they summarize several studies that worked with a particular
instrument for comparatively ranking, individually scoring,
and psychological characterizing a long list of risks. With
over 1000 citations and a number of validations of prior re-
search in that literature, we were interested to apply it to
technologies that are now of high relevance to computing re-
searchers.

The first iteration of their instrument contained 30 risks that
participants comparatively ranked from most to least risky,
and then also provided a raw risk score on a scale from 1-10
(from "very risky" to "not risky"). Participants made esti-
mates on annual fatalities from the different risks and charac-
terized each risk using 9 psychological factors. A later ver-
sion of this instrument deepened this analysis by using 90
risks and 18 psychological factors.

Risks included were a mixture of common and technical
risks—e.g., smoking, handguns, x-rays, contraceptives, vac-
cinations, and pesticides. The psychological factors, drawn
from prior risk perceptions studies, included voluntariness
of the risk, immediacy of effect, knowledge about the risk
both individual and by expert scientists, control over the risk,
severity of the consequence, the commonality of the risk, and
familiarity with the risk. The authors surveyed a group of
15 "experts" who worked in relevant fields such as medicine,
risk analysis, and policy, and compared their perceptions to
other groups—a sample of students, a sample from the League
of Women Voters, and sample from an active outdoors club.

Our adaptation of this survey truncated the size of the
instrument—using 18 risks and 6 psychological factors—to
keep the survey time to around 20 minutes and reduce the
cognitive load required of our participants. We kept in 3
of the original risks for benchmarking and comparison,and
then adapted the other 15 risks based on emerging data-driven
technologies that have been discussed extensively in research
and current events. We used the same psychological factors
as the original first iteration of the instrument.

Starting with a list of 30 risks, we shared our initial choices
with colleagues working in large tech companies and research
institutes, to make sure we chose the most relevant and inter-
esting risks. In the end, the 15 new risks we used were highly
relevant to today’s reporting on technology issues. "Death
or destruction from autonomous drones," "biased algorithms
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for filtering job candidates," "identity theft", "security breach
of an online account," "filter bubbles (individuals receiving

non

different versions of the internet)", "technology divide (tech-
nology only benefiting a small elite)", "job loss from automa-
tion," "nude photos being leaked," "having your online ac-
tivities researched without consent,” "Distributed Denial of
Service Attacks," "Undisclosed third-parties having access to
your data," "Online bullying and harrassment," discrimina-
tory algorithms used for policing," "hacktivists leaking large
data sets containing personal information," and "malfunc-
tions from driverless cars" were the added risks. From the
original survey we kept "nuclear reactor meltdown," "harm
to one’s health from vaccines," and "plane crashes" which
were picked from the top (nuclear reactors), middle (plane
crashes), and bottom (vaccines) of average rankings from the
original study.

Similar to the original study, participants ranked the 18 risks
comparatively and individually. They also characterized the
15 new risks using 6 psychological factors along a 1-7 scale.
For our study we used, "voluntariness," "fear of risk," "sever-
ity of consequence," "perceived self understanding of risk,"
"perceived understanding of risk by domain experts," and
"likelihood of risk happening," where a 1 minimized the fac-
tor (e.g., "involuntary," "do not fear risk at all") and a 7 maxi-
mized the factor (e.g., "completely voluntary," "a deep fear of
the risk"). In keeping with the goals of the original study, we
framed our survey as involving "risks posed to society," and
explicitly asked our participants to rank these risks as a threat
to people broadly not merely to themselves.

In order to replicate the initial survey’s distinction between
"experts" and "non-experts,"” we distributed the survey to mul-
tiple populations and made this distinction based on career.
For the current study, "experts" constitute people with careers
or focuses in computing and technology development. We pi-
loted the survey with both experts and non-experts from our
social networks, and iterated on the description of the risks, as
well as the wording of survey questions, based on their feed-
back. We also used pilot responses to tweak the timing of the
survey, to ensure that it would take less than half an hour to
complete.

Targeting experts, we deployed the survey to people in
tech careers via snowball sampling following initial seeding
within the first author’s social network. To target a general
population of non-experts, we also deployed the survey us-
ing Amazon Mechanical Turk (mturk), a crowdwork system
where workers complete small tasks for payment. Though
there are known biases in the mturk population that prevents
broad generalizability, it has been shown to have advantages
over localized populations for demographic diversity [10].
However, the population does tend to skew younger and less
ethnically diverse [20]. Though prior work has shown that
mturk workers tend to be slightly more tech-savvy than the
general population [16], they also skew less educated overall
than most American working adults [20]. In the next section,
we report the demographics from both expert and non-expert
populations, so that our results can be interpreted with these
factors in mind.



We deployed the survey on Mturk in June 2017. Based on
our pilot testing, we were aware that the survey took between
15 and 30 minutes to complete. We paid workers $3.00 for
the task, ensuring that the rate of pay would typically be over
minimum wage. We included two attention checks in the sur-
vey (asking for a certain answer, to ensure the questions are
being read), a strategy which is used to help ensure the va-
lidity of survey responses on mturk [12]. 166 workers com-
pleted the survey, and we removed 17 responses for failing
attention checks or providing incomplete data, resulting in a
total of 175 responses. As part of the survey we also had data
about participants’ careers. For those who fit our definition of
"expert," we removed them from this dataset and added them
to the expert dataset. The final result is 26 expert responses
and 149 non-expert responses.

In addition to quantitative measures that were drawn from the
original risk perception survey instrument we also added two
open-response questions to the survey. First, for the three
items that they ranked as the riskiest (i.e., the top three), we
asked them to describe what they thought the worst case sce-
nario was. Additionally, we asked if there were any addi-
tional serious risks to society caused by technology that we
had not asked them about. During our analysis stage, we
analyzed these responses qualitatively, using iterative, open
coding [27].

RESULTS

Analyzing survey responses, our goal was to better under-
stand how people perceive different risks. That is, we view
risk as an operational construct within human judgment to
reason about certain decisions, such as when to act or not
and when a situation is threatening or not. People can there-
fore only weight these decisions based on what risks they per-
ceive. Our results section starts with an overview our popu-
lation sample, then highlights group differences for compara-
tive risk ranking, raw risk scoring, and psychological factors
as they correlate to perceived riskiness.

Properties of Population Sample

Our sample consisted of 175 completed surveys after removal
of participants who (1) did not pass our attention checks,
and/or (2) did not complete the survey. Following findings
from the original study, we primarily analyzed the difference
between expert and non-expert populations. Expert was de-
fined as someone with either a career in computing with a
primary role that is technical in nature or a student seek-
ing a degree in a technology-focused field such as computer
science or electrical engineering. Using this distinction, we
separated our sample into 26 experts and 149 non-experts.
The goal of this grouping is to develop an understanding of
whether experts perceive technological risks differently than
non-experts, given the often complex and future-oriented na-
ture of these risks. Demographically, the sample included 96
men, 77 women, and 2 non-gender identifying individuals.
Along ethnic lines, we split our population into 124 subjects
who primarily identified as "White" and 51 subjects who pri-
marily identified as a non-white ethnicity. Within groups, de-
mographics were less spread. Our expert group of 26 had 25
men and 1 non-gender-identifying individual. 20 out of the

26 were white with 2 black, 1 hispanic, and 3 mixed-heritage
respondents. Our non-expert group contained a wider spread
with a nearly 50/50 split between men and women (82 women
and 80 men). As expected, our differed widely on educational
background. The expert group contained 30% with a masters
degree, 46% with a bachelor’s degree, 11% with a doctoral
degree, and the remaining 3 reported some college (2) or a
high school degree (1) but still claiming to work in a techni-
cal role. Our non-expert group contained 5% with a masters
or professional degree, 44% who had a bachelor’s degree, 9%
an associates degree, and the remaining 42% having a high
school diploma or some college, but no degree.

Though we sought to replicate a prior study that had a small
expert group (N=15) to compare against, we were concerned
about the cohesion of our expert group given its size (N=26).
Though this could be even further improved in future work,
we did see somewhat tighter agreement among experts than
non-experts. Within items asking respondents to compare
risks, non-experts had an average standard deviation of 4.79,
while experts had 4.16. On items that asked for a raw 1-10
ranking of risks non-experts had an average standard devia-
tion of 2.76 compared to experts’ 2.39. We further noticed
a general trend that those in the expert population tended
to rank technology risks much higher compared to common
risks (e.g., plane crashes, nuclear reactor failure) both com-
paratively and using a raw score, whereas non-experts were
consistently more concerned with these common risks. We
will characterize this finding further below, but we took these
as signs that there was a coherent enough difference between
populations to garner insights.

Risk Ranking and Scoring

As Figure 1 indicates, the comparative ordering of risks (from
most to least) was quite different between experts and non-
experts. The top of the list looks similar, though non-experts
were more concerned with identity theft (p=.063; two-tail t-
test) and experts with job loss (p=.068). Average expert rank-
ings showed the top three risks to be (1) job loss, (2) account
breach, and (3) identity theft. Non-experts had the same top
three items, but in different order: (1) identity theft, (2) ac-
count breach, and (3) job loss. This makes sense, given that
experts could believe themselves to have a more sophisticated
ability to control the identity theft, but not mass job loss.
However, it is also notable that these three risks are well doc-
umented in media and have a national attention surrounding
them.

With respect to participants’ 1 to 10 risk score for each item
(see Figure 2), the results generally validated comparative
rankings; however, we did gain more nuance in terms of the
difference in magnitude between certain risks that would have
been unclear from rankings alone. Figure 2 plots risk scores
comparatively with average expert scores on the x-axis and
average non-expert scores on the y-axis. This data shows, in
general, non-experts perceive all risks as greater in an abso-
lute sense. With 1 indicating most risky and 10 least, non-
experts on average scored all risks below a 6. Experts, on
the other hand, scored a third of the list (6 items) at 6 or
above. This may suggest there is a more worried perception



Non-Expert Expert

Rank|Risk Mean Rank Risk Mean Rank
1Identity Theft 5.000 Job Loss 5.769
2|Account Breach 6.101 Account Breach 6.385
3|Job Loss 7.678 Identity Theft 6.577
4|Hacktivist Leak 7.980 Technology Divide 6.923
5|Auto-Drones 8.523 Bias Job Alg 7.192
6|Harassment 9.074 Discriminatory Crime Alg 7.231
7|Undisclosed third party 9.349 Hacktivist Leak 7.231
8[DDoS 9.403 Filter Bubble 7.654
9|Nuclear Reactor Meltdown 9.644 DDoS 8.269
10| Discriminatory Crime Alg 9.758 Undisclosed third party 8.462
11|Research w/o Consent 10.141 Harassment 9.346
12|Bias Job Alg 10.154 Auto-Drones 9.808
13| Driverless Car Malfunction 10.315 Research w/o Consent 11.154
14|Technology Divide 10.765 Nude Photos 12.038
15|Plane Crash 11.060 Driverless Car Malfunction 12.269
16|Filter Bubble 11.362 Nuclear Reactor Meltdown 14.308
17|Nude Photos 11.846 Plane Crash 14.654
18|Vaccine 12.846 Vaccine 15.731

Figure 1. Average comparative risk ranking by non-experts vs experts
where items with significant differences (p<.05 for two-tailed t-test) are
highlighted.

of technology, broadly, in non-expert risk judgments. Though
it is also possible that experts do not judge the broader risks
of technology with enough gravity. Research without con-
sent, while being only slightly different when comparatively
ranked, showed a difference of 1.237 in mean score (p=.015)
with non-experts ranking this as riskier than experts. This is
not so surprising, though it is salient given the lively discus-
sion currently ongoing around online research ethics [38].

Psychological Factors of Risk

We now move to examining how the psychological charac-
teristics drawn from the original study played into perceived
riskiness on the raw 1-to-10 scale. In our analysis, we were
interested in the averages of factors that made up the psycho-
logical space surrounding a risk together with the individual
correlations between a particular factor and its relationship to
a risk score. Therefore, positive correlations reported below
approximate the amount that a certain psychological factor in-
fluences an overall riskier perception of the associated item.
Inversely, negative correlations indicate psychological factors
that weigh in towards a lower perception of overall risk.

Our study broadly validated prior findings in the risk liter-
ature that show the more voluntary a risk is perceived to be,
the less risky it is ranked and scored. For all except two items,
higher perceived voluntariness correlated negatively with per-
ceived riskiness. This is to be anticipated as, much like our
acceptance of cars despite their danger, we expect people to
take on more risk when they have chosen this risk and per-
ceive themselves as in control. The two exceptions we saw
made some sense — DDoS attacks and Death and Destruction
from Autonomous Drones which, only for non-experts, vol-
untariness had a minor positive correlation with risk scores
(r=.05 and .1, respectively). Given that there is really no vol-
untary dimension to either of these risks, it is unsurprising
that voluntariness was basically uncorrelated even if slightly
positive. If properly understood, the mild positive relation-
ship may even be from a rightful recognition that owning
insecure devices that allow DDoS to happen or not actively
pushing to downgrade our military and suppress drone war-
fare are both voluntary choices that expand these risks.

Mean Risk Scores: Non-Experts vs. Experts
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Figure 2. Risk perception by experts vs non-experts for 18 technologies.

However a novel complication from the prior risk literature
is that both groups rated nearly all risks related to emerging
technologies as characteristically involuntary. That is, using
our 1-7 Likert Scale, almost every risk carried an average
score below 3 and in many cases below 2. This suggests
that despite the consent processes built into most software
and web services, the corresponding risks are not perceived
as something being voluntarily assumed. There were a few
minor exceptions where voluntariness ranked slightly higher.
Within the non-expert grouping two risk items ended up with
a mean voluntariness rating above 3: driverless car malfunc-
tion (3.43) and nude photographs (3.89) which were still be-
low the middle of our scale. The expert list was the same —
driverless cars (3.5) and nude photos (4.15) — with the addi-
tion of filter bubble (3.73). This is a good validation within
our findings since among our items these are all risks that do
have some immediate control by individuals — not getting in
a driverless car, never letting nude photographs be digitized,
and actively seeking news and information from sources out-
side of your ideological affiliations.

Other psychological factors of importance were perceived
fear and severity, which both often carried a highly positive
correlation with perceived risk. The perceived riskiness of
destruction from autonomous drones, driverless car malfunc-
tions, research without consent, and hacktivist leaks all had
their strongest positive correlations with either fear or sever-
ity across both groups. This might imply that more than facts
or reasoning some risks get a status due to the imagined con-
sequences being frightening or intensely concerning. This



may explain the somewhat surprising result that, even for ex-
perts, the perceived riskiness of driverless car malfunctions
was most positively correlated with fear (r=.717), which out-
weighed the strongest negative correlating factor of the per-
ceived understanding of domain experts (r=-.47). This sug-
gests that the innate fear of the autonomous car crashing fac-
tors higher in one’s risk calculation than their belief that ex-
perts are on top of debugging and testing.

Another notable result was that the expert group showed a
positive correlation (r=.4) between how well domain experts
understand the riskiness of hacktivist leaks—suggesting that
the more experts understand the domain, the riskier it be-
comes. This is in contrast to most of the other technology
risks, where more expert knowledge makes something less
risky. This finding may imply that as experts get better at un-
derstanding data breaches and leaks that they too could take
part in hacktivist activities, or that even highly qualified ex-
perts cannot stop the ability for insiders and creative hack-
ers to gain access to secrets. Other risks where expert un-
derstanding had a positive correlation (above r=.2) with per-
ceived risk were discriminatory crime algorithms (r=.27) and
filter bubble (r=.26). These risks probably warrant more niche
domain expert opinions since they are both still new and ill
understood by technologists broadly. It seems there is some
belief that experts being on top of it might lower the risk, but
it is not yet a strong one.

Figures 3 shows a graph that compares psychological fac-
tors between groups on two items that show significant dif-
ferences between experts and non-experts: research with-
out consent and filter bubble. As the graphs signify, ex-
perts appear to be generally more worried about the filter
bubble whereas non-experts are more concerned about re-
search without consent. Interestingly, experts have a fairly
strong positive correlation between self understanding and
perceived riskiness (r=.53) and similarly with likelihood of
occurrence and perceived riskiness (r=.517). This finding
could be straightforward, given that experts are probably
more likely to have taken time to comprehend and break out
of their own filter bubbles due to the current events and re-
cent impacts from the issue. On the other hand, fear (experts
r=.48; non-experts r=.295) and severity (experts r=.476; non-
experts r=.269) have the highest positive correlations for both
groups concerning research without consent. Though we can-
not say definitively what exact fears they harbor or severe im-
pacts they imagine, we will discuss in the next section some
of the "worst case scenarios" that some participants stated
with respect to these risks. Regardless, our findings do sug-
gest that people believe there are real risks to allowing online
data to flow into research without consent. Public perceptions
of this domain could be heavily influenced by media explana-
tions of recent controversies such as the Facebook emotional
contagion study [25] and the public release of OKCupid data
by a researcher [43].

Worst Case Scenarios

In addition to the psychological factors, asking participants
about their idea of worst case scenarios for the technologies
they consider riskiest gives us a more qualitative sense of
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Figure 3. Comparing the psychological factors regarding the filter bub-
ble (orange) vs research without consent (blue) as perceived by non-
experts (dotted) vs by experts (solid).

what specific kinds of risks they consider to be the worst. Ev-
ery technological risk was ranked within the top three by at
least ten people.

We broadly identified five primary types of harm that we used
to categorize the worst case scenario responses. These in-
cluded: financial, legal, reputational, physical harm or death,
and societal (see Table 1 for examples of each).

Based on the aggregate rankings of risk (see Figure 1), the
top three technologies perceived as riskiest by both experts
and non-experts are seen as financial and legal risks. Worst
case scenarios for identity theft include "losing everything
and being imprisoned" and "someone wipes out my entire
checking account." Job loss from automation evokes fear of
"widespread unemployment and the collapse of our economic
system" and for account breach, "credit cards being used
to make unauthorized purchases." Financial is also the most
common type of perceived risk, also dominating responses
biased algorithms, collection of public information, and data
sold to third parties.

With respect to differences between experts and non-experts,
technologies that experts rate as significantly riskier than non-
experts (technology divide, biased job algorithms, discrim-
inatory crime algorithms, and filter bubble) all have domi-
nantly "societal”" worst-case scenarios. For example, "bring-
ing down critical services would cause mass chaos" (DDOS),
"extremely polarized news and information to the point where
no one is certain of truth" (filter bubble), and "extreme di-
vides in economic opportunities and outcomes, leading to so-
cial collapse" (technology divide). One possible explanation
for this finding is that more experts are able to foresee the
broader impacts of technology, than non-experts.

Another aspect of risk perception that these free responses
highlights is that participants often have very different ideas
of concrete risks for these technologies. For example, for
DDOS, most participants mentioned worst case scenarios like
bringing down emergency services or energy grids, but one
wrote, "People being angry that they candAZt get on Face-
book." Similarly, a number of participants, mostly among
non-experts, thought that the risks around filter bubbles had



Scenario Type Risk Example Quote

Financial DDoS "bank account drained of money"

Legal Discriminatory Crime Algorithm "being imprisoned for nothing"

Reputational Nude Photos "massive embarrassment and you lose your job"
Physical Harm or Death Online Harrassment "it slowly erodes you, so suicide would be the worst"
Societal Hacktivist Data Leaks "civil unrest making us vulnerable"

Table 1. Scenario Types, Risks, and Example Text from Respondents’ Open-Ended Worst-Case Scenario Response

to do with government controlled or censored Internet. For
example, "They could choose what to let you know about
what not to know so the earth could be under alien attack
and they could just block that if they wanted to." The risk
for online research without consent also showed a number of
conflicting ideas of worst case scenarios, particularly among
non-experts. Whereas some mentioned "invasion of privacy"
and similar, which tracks to existing work around reactions to
online research [42], we also saw what appears to be misun-
derstandings of what research of public data actually entails—
for example, "getting lots of spam calls" and "could lead to
stalking by the government."

Additional Risks

We also asked participants in an open response question what
they saw as any other major technological risks to society.
Less than a quarter of our participants included a response,
which suggests that our list of risks was fairly comprehen-
sive. Some of these were more specific or nuanced versions
of risks we assessed—for example, "leakage of personal data
through apps" or "hackers causing voter fraud." Others were
technological risks not as related to computers or data—for ex-
ample, "biotoxins" or "solar flares wiping out technology."

The theme that appeared most frequently among those who
answered this question was addiction to or reliance on tech-
nology. Example answers were "young people of future gen-
erations will be lost without tech," "addition to technology,"
and "inability to get along without technology." In future
work, this would be a good issue for further exploration, since
it is clearly a risk that is on people’s minds.

DISCUSSION

Tradeoffs and Voluntariness

Without an understanding of risk perception, researchers and
technologists could be missing critical information about
decision-makers and users alike when making choices about
regulation, technological design, or technology adoption. It
is equally important to understand the perceptions of experts
and users. Critically, we should be prepared for either group
to have misperceptions. While we all hope experts are able
to objectively assess their own products, it is important to
acknowledge the possibility of bias or misunderstanding in
their perceptions. Thus, we should not see either expert or
user mental models as a gold standard for true risk, but hav-
ing a higher-level view of each together tell us a lot about the
broader scope of risk perceptions and where issues may be
laden.

Our findings around voluntariness are particularly salient
when it comes to user models of risk. It is a robust find-
ing in risk literature that risks perceived as voluntary (such as

driving and skiing) are seen as more acceptable to the public
even if statistically they are dangerous [30]. When model-
ing user and consumer decisions around data-driven and net-
worked technologies, a similar schema is often deployed to
explain trading off privacy for convenience. There is an as-
sumption that since users accept the terms of service and then
provide information and content, any repercussions are part
of the agreement and thus voluntarily assumed, despite a great
deal of research having shown that it is unlikely that users
read and understand terms of service [23, 21]. Similarly, re-
leasing new features or adopting new algorithms that shape
behavioral and social patterns are not considered problematic
because use of the tool is voluntary. Our findings complicate
this assumption since, in nearly all cases, technological risks
are not seen as voluntary. This might illuminate the media
addiction to reporting on technology’s mishaps, since people
may not really see these risks as something for which they
signed up.

Given complementary findings around users’ lacking under-
standing of the legal agreements to which they are bound, this
perception of involuntariness might be expected despite com-
mon assumptions. However, this trend is actually more wor-
rying since our expert participants generally ranked complex
technological risks higher. This gap in expert and non-expert
perceptions implies that users may not only feel they are be-
ing involuntarily harmed by the choices technologists make
with data and features development, but that they may not
even really realize what is at stake in the coming years. Tak-
ing this finding seriously, designers may want to offer more
information and choices about how features may be affecting
user experience. Technologists broadly could attempt to al-
low for more discussion, feedback, and disagreement around
new features and data practices, and perhaps be willing to
hold off rolling out a feature when it raises more concerns
than excitement.

Our exceptional cases to this finding actually further validate
this take. Given that nude photos being shared without con-
sent is seen as more voluntary than the other risks we exam-
ined, we can speculate that this perception is based on inter-
preting it as a voluntary choice to take or share nude photos
at all. And while our results do not indicate it is perceived as
fully voluntary, since the implication is the photos go beyond
where they were meant to be seen, this does indicate an at-
titude that the burden is on the user not to digitize and share
nude photographs. Similarly, with malfunctions in driverless
cars, which may at first glance seem surprising to be viewed
as a voluntary risk, we can speculate that this perception is
based on seeing a choice to ride in a driverless car.



Most Technologies Are Riskier Than You Think

We also found that experts generally rank technological risks
as comparatively more risky than non-experts. One takeaway
we suggest from this finding is that it would be in society’s
best interest for researchers to focus more acutely on the com-
plexity of education and public communications. With algo-
rithms and Al mediating more of our relationships and insti-
tutions, yet being highly esoteric topics, it is concerning that
the risks of these changes are perceived as stronger by the
group who is involved in the creation of those risks. As we
have already seen with issues such as climate change, vac-
cines, and immigration, once complex problems come to the
attention of large swaths of the public who do not understand
them, it can catalyze division, exploitation, and people acting
out of the best interest of our society.

Some of these risks are also important for non-experts
to understand as we move into new futures suggested by
technology—for example, as Al leads to the automation of
more tasks and potential job loss. It is notable that both
groups rated job loss in their top 3 risks; yet, it is also interest-
ing that experts rated this #1 versus non-experts #3. If there
were to be a mass shift in jobs, e.g., from autonomous truck-
ing and shipping, it is particularly important that this change
is well communicated and comes with a policy plan for mit-
igation. Otherwise, we may be steering toward another cri-
sis emphasizing lack of trust between experts and the public.
The potential for such a problem expands when considering
that our findings suggest that non-experts are not taking the
possibility of bias or discriminatory algorithms as seriously
as are experts. Following workshops such as FATML (Fair,
Accountable, and Transparent Machine Learning), technolo-
gists should take a stance on what makes an algorithm fair
and communicate these standards to their users. Designers
may also strive to make users aware of when they are being
acted on by an algorithm and promote different kinds of re-
flection when displaying results.

What Makes People Afraid?

Our psychological factor analysis revealed that, besides vol-
untariness, fear and severity play heavily into people’s per-
ception of risk (both expert and non-experts). This is a chal-
lenging result to interpret without a deeper depiction of the
imagined consequences. We suspect that fear has some inter-
action with voluntariness, as we often think of fears as having
a somewhat irrational component to them as they are personal
and can be uncontrollable. Such an explanation might help us
understand why the risk of malfunctioning driverless cars was
highly relative to the person’s fear regardless of expert under-
standing.

Severity is even harder to analyze as this relates to the
specifics of the imagined consequence, especially since some
consequences even experts could not fully comprehend yet.
We do know from our analysis of free response answers re-
garding worst case scenarios, that people’s imagined conse-
quences can vary considerably. For example, research with-
out consent carried with it differing ideas of what this might
mean—some non-experts think that it could relate to receiving
spam or to government surveillance, which suggests a misun-

derstanding of what research on public data entails. Others
may have a better idea of potential consequences, imagining
that they get pooled and identified in categories to which they
do not believe they should belong. Fear could also relate to
some deeper belief about what it means to be studied. Re-
gardless, the perceived risk around this practice, whether ra-
tional or not, is something that researchers should keep in
mind when collecting data.

With respect to experts’ perceived fear, another finding that
supports our understanding of current events is the signifi-
cant difference in how experts versus non-experts see the filter
bubble. Not only did experts rank the issue as comparatively
more risky, but also many of their judgments of psychological
factors were quite different. As public opinion and the media
often blame fake news and political polarization on technol-
ogists, it is important that we get a better sense of how this
problem is understood by the public. One might wonder if
the filter bubble is truly just perceived as less risky by non-
experts or if it is another risk that is poorly understood due to
its technical provenance.

Our analysis of worst case scenario responses suggests that it
could be the latter, since a number of participants framed the
problem as being one of purposeful government control of the
Internet. However, regardless of causality, it is also concern-
ing that beliefs about self understanding of the problem corre-
lated highly with experts believing it was risky. This suggests
that the underlying problem may be situated in an educational
space. As technologists deliver new personalized features to
users, we may only amplify the problems surrounding the
filter bubble without corresponding communications around
how to work around or see outside of personalized experi-
ences. Otherwise, given our results, it may be the case that
people do not fully see how separate the lived realities of peo-
ple across the country and world truly are and thus this prob-
lem is not taken seriously. Given other research that suggests,
when asked, people are often skeptical of personalization [2],
the fact that people do not see filter bubbles as a high risk may
suggest a new challenge for designers: how to make transpar-
ent when and how personalized filtering is happening, and
what the consequences are.

RISK-SENSITIVE DESIGN

Taken together, our results suggest a number of thoughtful ap-
proaches to public communications, policy, and technology
design. In addition to the implications already discussed, we
also propose a design principle that we term—risk-sensitive
design. Risk-sensitive design recommends that design deci-
sions regarding risk mitigation features for a particular tech-
nology should be sensitive to the difference between the pub-
lic’s perceived risk and the “acceptable marginal perceived
risk” at that risk level. One must remember that technologies
and risks are not always one-to-one and it may be a particu-
lar system or design that is creating a negative consequence
rather than an individual technology.

We developed a graphical method as a tool to illustrate this
design principle. Figure 3 plots risk perception by experts vs
non-experts for the 18 types of risks we studied. Figure 4 is an
abstract version of the same plot, that we will use to explain
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Figure 4. An estimated Risk Perception Curve. Risk-Sensitive Design
proposes that risk mitigation strategies should be informed by the dif-
ference between public and experts’ risk perception and the degree to
which such difference is acceptable (E — M).

risk-sensitive design. Each circle represents a risk presented
by a technology for which its perception level (how risky each
population perceives the risk to be) has been assessed. On
the diagonal line, experts and non-experts perceive risk the
same way. For brevity, we will refer to this line of equal risk
perception as E.

For example, risk a is perceived by non-experts as no more
and no less risky, compared to experts. Above the diagonal
line, non-experts perceive risks higher than do experts, such
as technology d. Below the diagonal line, non-experts per-
ceive risks lower than do experts, such as risks b and c¢. The
downward bending curve represents the concept of “accept-
able marginal perceived risk.” For brevity, we will use M to
denote this curve. We introduce this curve in order to push
for an important design heuristic—*how much can the public
underestimate a risk before it is deemed unacceptable?” The
higher the risk, the smaller the margin should be, which is
modeled by the downward bend.

Observe that the two curves E and M divide the graph into
three regions. Risk-sensitive design argues for different de-
sign recommendations based on the region in which a tech-
nology lies. We discuss each region in turn.

Most important, in our opinion, is the region represented by
risk b. Here, the non-expert public grossly underestimates
the risk b associated to some technology. This is reflected by
its position underneath the acceptable marginal perceived risk
curve (M). As shown, the gap between M and E is large and
may be instigate broader harms than can be mitigated by sim-
ply refining these features. We take a provocative stance to
recommend the underlying technology or technical arrange-
ment should be reconsidered immediately. Meaning, study-
ing the impacts the technology is having, communicating to
users the concerns related to the technology, working in con-
sortium with others to elevate awareness and adopt policies
toward mitigation, and potentially even recalling or scaling

back the technology until the risk is better understood. Right
now, given our findings, personalization technologies applied
to content feeds relevant to public decision-making, which in
turn cause filter bubbles, may lie in this region of concern.

We believe keeping a technology found to be creating risks in
this region out there with no change or revision could be do-
ing more harm than good to the society. While a technology
is under review or even temporarily recalled, there are two
potential actions. First, scientists and engineers can further
innovate to reduce the risk exposure b caused by the technol-
ogy, which would then be reflected in the graph by a leftward
movement. Second, more investment can be made to increase
public awareness of risk b, which is reflected in the graph by
an upward movement. Both offer a path to exit this question-
able region and enter the relatively safer region where tech-
nology c is. Once in a safer region, the associated technology
can be re-introduced in its new form. We discuss this rela-
tively safer region next.

The region flanked by M and E is considered relatively safer,
but not entirely safe. Technology c’s risk is still underesti-
mated by the non-expert public. However, the gap is small
enough to be within an acceptable range (above M). We rec-
ommend strong safety and risk mitigation measures. De-
pending on the kind of risk, examples might include two-
factor authentication, compulsory user safety training, or
changes to business practices or design. Additionally, better
communication or education could also help reduce this gap.
In some cases, tactics such as showing real-world examples
of harm could be desirable.

The region above E is where a technology, such as d, is
overly perceived as risky by the non-expert public. There
is less concern that a person could be harmed as a result of
not being cautious enough or misinformed. However, this
situation could lead to diminished use of the technology or
over-reactions when complications do occur. We recommend
adopting a communication strategy focusing on reducing
fear and misconceptions. The aim is to reduce the percep-
tion of risk d, as represented by the downward arrow.

This paper contributes knowledge of where on the plot the 18
types of (mostly technical) risk lie. This paper further argues
that a line ought be drawn for the acceptable marginal per-
ceived risk (M) and offers design recommendations based on
this line. But as to where this line should be drawn, we be-
lieve it is a subject of further public discourse, which we hope
this study and model provoke.

Decision-Making with Risk-Sensitive Design

At the time we formulated the principle of risk-sensitive de-
sign, we had not yet completed our survey and did not know
which technology risks would fall into the lower region where
we would recommend rethinking the technology. Through
our analysis, the two risks that fell closest to the lower-right
region are filter bubbles caused by personalized recommen-
dation systems and job loss caused by automation and Al.
Both of these are pervasive and intertwined with many other
benefits industry and research are likely less inclined to put
on hold, or that are challenging to rethink. Deciding where



to draw these lines is a difficult task, and proposing that cer-
tain technologies might be unacceptable within the bounds of
risk-sensitive design is likely to generate debate. Unaccept-
able, in this context should be seen as a recognized red flag
where the vast difference between engineers understanding
in the public may lead to misuse or harm. The point being to
highlight where we might pause and do deeper study.

Thus, we feel that more important than using this tool to make
concrete judgments about a particular technology, is using it
to provoke the right set of questions. For example, our qual-
itative findings show that filter bubble is a technology that
is poorly understood by our participants. This suggests that,
though experts rank it as risky, the gap might be more easily
closed not by attempting to make the technology less risky but
by educating the public about how it works and what the risks
are. With respect to job loss from automation, this risk is co-
evolving with the continued advancement of technology, and
should be approached with a combination of risk mitigation
in design and public communication and education to reduce
the expert/non-expert gap. Beyond design, this finding impli-
cates the need for policy considerations.

Risk-sensitive design calls for designers of new technologies
to go beyond traditional risk and benefit analysis and to also
pay attention to how their users may perceive risk, provoking
thoughtfulness about how to introduce a technology in a so-
cially responsible way. One should bear in mind the question
of “where might risks created by my technology enter into
this space” and make efforts not to prematurely introduce a
technology if evidence projects an entry point below M in
our graphical tool.

We also recommend that risk perception should be included
as a factor to design as early in the design process as possible,
rather than as an afterthought once a technology is already
built and deployed. For example, focus groups and field ob-
servations in formative studies should include risk perception
as a factor, not just an objective risk assessment. Summative
evaluation should also include instruments to measure risk
perceptions with study participants, and multiple expert opin-
ions should be weighed as well. The survey instrument we
used is one model for obtaining risk perception data.

One limitation of this approach is that we assume risk is
known and can be predicted by experts, as a measurement
alongside user perceptions. For some technologies, however,
risk is not known until it is introduced. Future expansion of
our model could include uncertainties, such as modeling a
technology’s position in the graph as a probabilistic bubble
rather than a dot, and movement within the space as a funnel
rather than a line.

CONCLUSION

The above study applied an instrument from the risk percep-
tion literature to analyze thinking about emerging technolo-
gies. We found that generally users do not think of risk expo-
sure from technology to be voluntary. There were also con-
siderable differences in how risk is perceived by experts and
the lay public, which may explain why problems such as the
filter bubble, have become so concerning. Our paper ends

with a discussion of risk sensitive design, hoping to provoke
continued conversation about how technologists should re-
spond when there are large gaps in how the public and experts
think about risk. We hope to see HCI researchers continue
study in this area and advance the conversation further.
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