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courses. Following a survey of the history of computing ethics and the current need for ethical consider-
ation within ML, we consider the current state of ML ethics education via an exploratory analysis of course
syllabi in computing programs. The results reveal that though ethics is part of the overall educational land-
scape in these programs, it is not frequently a part of core technical ML courses. To help address this gap,
we offer a preliminary framework, developed via a systematic literature review, of relevant ethics questions
that should be addressed within an ML project. A pilot study with 85 students confirms that this framework
helped them identify and articulate key ethical considerations within their ML projects. Building from this
work, we also provide three example ML course modules that bring ethical thinking directly into learning
core ML content. Collectively, this research demonstrates: (1) the need for ethics to be taught as integrated
within ML coursework, (2) a structured set of questions useful for identifying and addressing potential issues
within an ML project, and (3) novel course models that provide examples for how to practically teach ML
ethics without sacrificing core course content. An additional by-product of this research is the collection and
integration of recent publications in the emerging field of ML ethics education.
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1 INTRODUCTION

The combination of accelerated access to large data sets, improved algorithmic approaches, and
advancements in computational hardware and storage methods has created a massive boom in the
broad field of Machine Learning (ML). Over a short interval, machine learning techniques have
outperformed prior efforts in tasks ranging from image recognition [70] to natural language pro-
cessing [17] to agent-based systems [94]. However, like many significant scientific advancements,
the use of ML techniques has raised a number of significant ethical challenges. For example, ML
systems have shown the capability of inheriting racial [1, 19] and gender [3, 27] biases. Further,
ML systems have been used to predict, and thus disclose, private attributes of users [48] or even
target their beliefs and psychological traits [43, 59].

What brings great power to these new methodologies also yields great responsibility toward
the users whose clicks, movements, and social lives feed these systems. As ML systems are de-
ployed deeper into our human systems, such as policing, credit evaluation, news feeds, medical
diagnostics, and job applications, we witness the cutting edge of computing diving deeply into
people’s most personal matters. In effect, ML is establishing a seamless continuum between en-
gineered systems and users’ personal actions, beliefs, and well-being. Thus, those who use ML to
build applications, solve problems, or conduct research need to be aware that their choices may
have profound impacts on others. The ML model they trained or chose to use may give someone a
high paying job, grant someone a low interest loan, deny someone parole, or cause a pedestrian to
be hit by a car. Thus, to act responsibly, ML engineers must adopt perspectives and competencies
that go beyond complexity analysis and usability, and into histories, social sciences, and morality.

Much as Langdon Winner argued many years ago in his seminal essay, “Do Artifacts Have
Politics?,” technology has social consequences [99], and hence, it is essential that engineers are able
to interrogate the social and ethical implications of their work. While these questions implicate
other areas of engineering, they are particularly salient for ML—a fast-moving field, attracting a
great deal of ethical scrutiny. Thus, we put forth that ethical consideration is a core component of
the practice of machine learning, and therefore, it should be a core component of machine learning
education. With this in mind, this article advances the long tradition of research on computing
ethics education, and considers the importance of, and potential best practices for, tackling ethics
as a topic in ML education.

To begin, Section 2 provides additional background on computing ethics and motivates the im-
portance of ML ethics. In Section 3, we consider the current state of ML-ethics education by re-
viewing a sample of ML course syllabi. Section 4 provides a systematic literature review of current
scholarship within the ML ethics domain, with the goal of identifying the most common dilem-
mas and questions pertinent to ML practice. Section 5 then reports on a pilot study exploring the
pedagogical utility of offering the identified questions as a framework for students learning ML.
Integrating these findings into something actionable, Section 6 provides example course assign-
ments that embed ethics within core ML topics. Finally, in Section 7, we discuss the overall findings
of our work, including limitations and next steps.

2 BACKGROUND AND MOTIVATION
2.1 The Role of Ethics in Computing

Because machine learning is inextricably linked with computing, and computing has a longer
history than ML, it is worth briefly reviewing what we know about ethics in computing. The po-
tential of computing technologies to raise ethical and social issues that differ fundamentally from
those raised by other technologies has been discussed since the very inception of digital comput-
ing [98]. While there are earlier examples of philosophical thought surrounding computing and
ethics, such as explorations of the difference between a computer-based decision and a rationalized,
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human choice [96], applied, disciplinary discourse only started in the 1980s and 1990s. During this
period, computing ethics developed into a field of applied ethics [79], and dedicated courses on
computer ethics were included in curricula and textbooks on the topics were written. In addition,
academic conferences (e.g., Computer Ethics Philosophical Enquiry and Computers and Philoso-
phy) and journals (e.g., Ethics and Information Technology) were created. There have also been a
number of overviews of the field [9, 79] as well as anthologies aiming to cover the main topics [14,
45]. As computing technology gains complexity, so do the surrounding ethical implications. Not
only must computing ethics scholars work to keep up with the movement of the field, but it also
becomes important to consider how to teach in the context of emerging ethical conundrums.

2.2 Ethics Education in Computing

This need for ethics has long raised questions around how to raise awareness and interest of com-
puting experts in the social and ethical aspects of their work, for example, by including ethics in
standard curricula or professional accreditation. However, how best to approach ethics in comput-
ing education has been a longstanding question. For example, in the United States, the Accredi-
tation Board for Engineering and Technology (ABET) requires that accredited computer science
programs must produce students that have “an understanding of professional, ethical, legal, se-
curity and social issues and responsibilities.” However, it does not specify how this should be
accomplished, though the most common options have been required standalone ethics classes or
the integration of ethics material into other required classes.

In 1996, a report from an NSF-funded project to inform computer science ethics curriculum
recommended that ethics content should be integrated into core computer science classes, as a
preferable solution over simply having a standalone ethics class [55]. This suggestion follows logic
from other disciplines, where there is acknowledgment that ignoring ethical issues as they arise
marginalizes ethics—that ethics should be seen as a necessary part of daily practice rather than a
public relations digression from what is actually important [69]. In addition to research related to
pedagogy for computing ethics, such as inclusion of codes of ethics [11, 46], using active learning
[46] and hands-on exercises [95], there have also been efforts to integrate ethics into existing
courses such as human-computer interaction [77] and introductory computer science courses [51].

2.3 The Need for Ethics in the Field of Machine Learning

Emerging ethical dilemmas are already touching the practices of computing professionals who
use ML to solve problems, forcing them to make difficult decisions. In fact, the need for ethical
consideration when using ML techniques has been frequently noted [34, 74].

For example, one may be asked to develop a model to predict the healthcare cost of a prospective
employee by tracking and analyzing eating habits and exercise routines [40]. To address this type
of project, ML engineers, and the management of that organization, need to understand a range
of underlying ethical issues such as fairness (what training data should be used to ensure there is
no gender bias in an ML system used to rank job applications) and privacy (is it okay to data mine
“public” social media data to train models to infer personal attributes and identity). Then, the ML
engineers and managers need to work together to approach those dilemmas thoughtfully.

Another example where ethics has been intensively debated is ML’s application to criminal
justice, specifically a recent controversy that involved a Florida county using the COMPAS recidi-
vism prediction score to determine sentencing. This algorithm was found to have false-positive and
false-negatives that created a disparate impact for African Americans [1]. While some disagreed
with this view [34], recent studies deepened our understanding of trade-offs in how fairness is
defined [19] and demonstrated the tension between improving public safety and satisfying the
prevailing notions of algorithmic fairness [22].
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These examples demonstrate the potential challenge in identifying bias and the importance of
considering the rights of different stakeholder groups whose lives may be disparately impacted by
an ML system. Thus, it is not surprising that Tiell and Metcalf [88] have argued that ML introduces
new classes of risk to organizations. From a broader perspective, since ethics is thought to be a
key component in helping to determine the acceptance of new technologies [79], it is important
that ML practitioners consider the harm that might arise from their work while still allowing for
the novel adoption of ML algorithms. Without exploring these questions, the unethical use of ML
could impact the reputational and economic well-being of an organization, such as the public’s well
publicized reaction to Target’s alleged prediction of a teenager’s pregnancy based on the buying
patterns of that teenager [2].

The conventional approach of integrating ethical considerations into a field is to leverage a code
of ethics, such as the Association for Computing Machinery (ACM) code of ethics and professional
conduct. In 2018, the code was updated for the first time since 1992, in part due to a recognition of
“amazing changes in computing technology” and “important changes in how deeply that technol-
ogy is integrated into social structures and into people’s daily lives” [12]. However, recent research
suggests that the currently available codes and frameworks might not be sufficient for teaching ML
ethics in that the full breadth of ethical challenges that computing professionals might encounter
has not yet been fully explored [50, 72, 83, 93].

2.4 Ethics Education within a Machine Learning Context

In 2014, a survey on the broader field of data science (which typically is viewed as the process
of collecting, cleaning and analyzing data using a range of techniques ranging from ML to infor-
mation visualization), revealed that 76% of respondents recognized the need to include ethics in
data science education [66]. However, a survey of the top 15 data science programs, which was
also done in 2014, showed only a handful of programs provided a course in data science ethics
[57]. In 2016, a more in-depth analysis of data science programs did not even include ethics in
its coding scheme [87], which could mean that ethics was not present in the programs or that it
was not deemed important enough in the analysis itself. While we are not aware of similar studies
specifically for ML, we expect that the need is also strong for ML. Supporting this need, there have
been calls for required ethical training and participative ethical assessments when using ML in
industry [50].

Recently, there has been some progress. For example, the number of standalone ethics classes
in the areas of data science and artificial intelligence have been on the rise in recent years [76].
Other educational efforts specifically related to ML have also occurred outside of the traditional
classroom. For example, the FATML community (Fairness, Accountability, and Transparency in
Machine Learning, www.fatml.org) brings together researchers and practitioners concerned with
fairness, accountability, and transparency in machine learning. While their focus is broader than
ML ethics education, much of the focus is directly relevant to what one might teach ML students.

Hence, there is a need to better understand the current state of ethics in ML education in formal
university classrooms, which we discuss next (Section 3).

3 CURRENT STATE OF ETHICS IN ML-RELATED COURSES

Since ML and data science programs are relatively new, many schools do not yet have specific
programs in this field (particularly at the undergraduate level). For the majority of universities that
do not have this type of specialized program, ML is being taught in other departments, primarily
computer science. Therefore, we decided to look to these more established programs, wondering
how educators who are primarily responsible for ML curricula are teaching ethics as part of their
courses, if at all.
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Analysis of syllabi is a common method for considering curriculum requirements in educational
research [18]. It is also an imperfect measure, since syllabi do not always capture the fine-grained
details of classes; however, we judged this to be an appropriate approach for an exploratory anal-
ysis to help provide a general sense of the current state of ethics in ML education.

3.1 Course Analysis Methodology

We began with the following research question: “Are existing ML-related courses in computer
science including ethics as part of their coursework?” We focused on the top twenty computer
science programs at U.S. universities, as ranked by their graduate programs in U.S. News and World
Reportin 2018. Though these are likely not representative of all ML, data science, or even computer
science programs, we chose these since, regardless of their quality, the prestige generated from
the rankings might result in other programs looking to them as a model. Specifically, our dataset
included all ML-related courses (both graduate and undergraduate) in these top twenty programs.

Our data collection involved, for each of these identified universities, finding the online course
catalog and identifying courses related to the following keywords: “machine learning,” “data sci-
ence,” “big data,” “data mining,” and “artificial intelligence.” For each course, we searched for a
syllabus either available from the course listing or by searching for the course title on Google. If
there was more than one version of a course syllabus available, then we used the most recent one.

We used a mixture of content analysis and iterative, open coding, which is consistent with
previous research reviewing syllabi to study learning objectives, course content, or other objective
measures of what is in a class [31, 85]. Specifically, for our analysis, one researcher conducted open
coding of a subset of the syllabi, looking for ethics-related topics such as fairness and privacy.
Multiple researchers then met to discuss the codes and the way they were being applied, and to
collectively create heuristics for determining whether a course likely included ethics content.

For the purpose of this exploratory study, we categorized all the identified courses with a simple
binary: yes, they appear to include some ethics-relevant content, or no, they do not. For courses
where we could not find a syllabus, we simply used the course description to make this judgment.
Three of the authors conferred on these codes, and we erred on the side of inclusivity if there
was a subjective judgment as to whether a syllabus indicated ethics-related content. The addition
of Al courses in our dataset was also an attempt at more inclusivity, since these courses may or
may not include ML content. For each program, we also identified whether they had standalone
general ethics courses, separate from the ML courses in our dataset. Given the limitations of our
approach (such as not having all details about every class), for ethical reasons, we do not mention
any specific programs or courses in our discussion of our findings.

3.2 Course Analysis Findings

Across the 20 programs, we identified 186 ML-related courses (average of 9 per university). Table 1
shows the data for each program, differentiating between two categories of ML classes: those that
specifically focused on ethical/societal issues of ML (e.g., a course on Al and Society or Fairness
in Machine Learning) and those that did not, which were more likely to be technical or general
ML-related courses (e.g., Applied Machine Learning or Foundations of Data Science). While only
14 (7%) of all the ML courses fell into the category of ethics-specific, it is encouraging to find that
ethics in ML and data science is given enough weight to carry standalone classes in nearly half
of the programs in our dataset. However, we make the case in this article that the integration
of ethics into technical ML classes is what will create the best learning opportunities. In addition,
only 22 (12%) of technical ML courses in our dataset explicitly included some ethics-related content.
Overall, we observed no explicit mention of content related to ethics in the vast majority of the
courses we analyzed (150 of the total 186 courses identified).
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Table 1. ML Courses with and without Ethics

School Total ML related Courses Ethics-Specific Courses Technical Courses w/ Ethics Courses without Ethics
A 9 1 4 4
B 13 4 1 8
C 9 3 0 6
D 7 0 2 5
E 11 1 2 8
F 8 1 1 6
G 13 1 2 10
H 9 0 2 7
| 11 2 0 9
J 17 0 3 14
K 8 1 0 7
L 8 0 1 7
M 8 0 1 7
N 9 0 1 8
o 9 0 1 8
P 10 0 1 9
Q 8 0 0 8
R 5 0 0 5
S 6 0 0 6
T 8 0 0 8
Total (# Courses) 186 14 22 150
Total (# Institutions) 20 8 13 20

Note that there was a wide variety across the programs. For example, three programs did not
explicitly call out ethics content in any of these courses. In contrast, one program includes ethics
in nearly 40% of all of their ML courses, including 4 ethics-specific courses. With respect to the
content of these courses, the most common relevant topic (beyond simply mentioning “ethics”)
was privacy, followed by fairness. Other commonly mentioned topics were bias, transparency, ac-
countability, and responsibility. We also saw some excellent examples of courses that were specific
to these topics—for example, a course on fairness and data validity.

Because this dataset was limited to ML-related courses, it did not include general computer
science ethics courses that may also include some discussion of these topics. We supplemented our
analysis by identifying these courses as well-for example, a course on computing ethics and policy
or on computer science professionalism. We found that the majority (65%) of these programs had
such courses, but our reading of course requirements, where available, revealed that these courses
are more often elective courses. We also coded for whether, based on a similar syllabi analysis, the
course mentioned ML-specific topics such as bias or fairness; nearly all of the offered courses did.
Therefore, students may also be getting ML ethics content in these additional standalone courses.

It is also possible that a program could encourage or even require students to take courses
taught in other departments such as philosophy, though we speculate that it is less likely that these
courses would offer ML-specific or even computing-specific content. Moreover, if standalone ethics
courses (either those that are ML-specific or those that are general computing ethics) are typically
not required, then students who may not already have an interest in ethics or do not think of ethics
as part of ML would most frequently only encounter ethics in technical ML courses—which as our
analysis shows, in most cases would not be available.

3.3 Course Analysis Discussion

In general, our findings echo Martin’s [57] with respect to ethics content not being an integral part
of this field, though we do caution against overgeneralizing our conclusions, particularly since
this exploratory analysis was limited to a subset of U.S. computer science programs, primarily at
research institutions. However, as a way of interrogating at least part of the current landscape

ACM Transactions on Computing Education, Vol. 19, No. 4, Article 32. Publication date: July 2019.



Integrating Ethics within Machine Learning Courses 32:7

of ML ethics education, our analysis supports anecdotal evidence that standalone data science
ethics courses are becoming more common [76], while also revealing less frequent integration into
technical ML classes. Though the majority of programs in our dataset do include some ethics con-
tent, either in a subset of technical courses or in elective standalone courses, our analysis suggests
that ethics is most often not presented as a core component of ML, data science, or Al at these
universities.

There are many reasons that could account for this, ranging from an instructor not knowing
what to teach or how to teach it, to an an instructor not thinking that it should be part of the
material. In response to the 1996 CACM article that proposed ethics integration, one computer
science professor wrote a letter to the editor arguing that ethics is “not computer science” and that
it was “difficult to imagine a computer scientist teaching these things” [54]. We take the optimistic
stance that this is not the dominant viewpoint today, and therefore, in this article, we tackle the
problem of how best to teach ethics in the context of machine learning.

4 TOWARD A FRAMEWORK FOR ETHICAL EDUCATION IN MACHINE LEARNING

Given the recent emergence of the field, it might not be surprising that ML-related programs have
yet to adopt a robust set of materials for teaching ethics. To make headway toward a foundation
for such materials, we sought to identify major concepts as well as questions being asked by prac-
titioners and researchers running into ethical dilemmas within ML. Past work has suggested that
creating an ethical framework that establishes and connects key vocabulary, questions, and prac-
tices might be the requisite first step in building the needed foundation for teaching and practicing
ML ethics [89, 93].

Defining a framework involves the outlining of questions, concepts, and rubrics that can be ap-
plied by students to encourage critical thinking and ethical reflection within their learning and
practice. A framework would ideally bolster the use of ethical ML techniques and choices by fos-
tering the progress of ML, while also being attentive to the protection of individual and group
rights [34]. Such a framework could also support the need that ML teams have to systematically
address the ethical impact and implications of their work using a consistent, holistic approach
[89]. It could also help address questions concerning the responsibilities and liabilities of people
in charge of ML processes, strategies, and policies.

With this need and approach in mind, we conducted a systematic literature review (SLR) of
current ML-related scholarship that touches on ethics. Our goal was to curate the most common
ethical terms, dilemmas, and challenges identified by contemporary experts in the ML field. The
results of our literature review allow us to make recommendations about foundational ethical
questions that should be included in an framework that is focused on helping students understand
the potential ethical conundrums that might be encountered within an ML project.

4.1 SLR Methodology

We leveraged Kitchenham and Charters’ guidelines [47] for conducting an SLR, which guided our
planning, conducting, and reporting of this analysis.

4.1.1  Planning the SLR. In planning our SLR, we first composed definitions of the search space,
search terms, publication period and the language of the search. Note that the search terms in-
cluded “machine learning,” “data science,” and “big data,” but not Al or Artificial Intelligence. This
was due to the fact that though AI coursework often involves ML techniques, there are a myriad
ethical issues in Al that are unrelated to its technological underpinnings (e.g., job loss, warfare,
the possibility of Artificial General Intelligence) [52]. This omission allowed our search to be more
focused on ML ethical issues that project teams need to directly confront.
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We composed the search string for each database manually, restricted to articles published after
2009, since older articles would likely not capture the emerging issues and challenges in this new
domain. We also restricted our search to peer-reviewed articles. While Kitchenham and Charters
[47] note that other sources (e.g., ArXiV) might also be useful, they also note that this limitation
serves as a proxy for checking expertise and quality. We conducted this search in April 2018.

To determine whether a paper should be included in our analysis, we defined the following
inclusion criteria: (i) papers published in the ACM Digital Library, IEEE Xplore, Scopus, or the Web
of Science; (ii) papers that were written in English; (iii) papers that included (“machine learning”
or “data science” or “big data”) and (“ethics” or “ethical”); and (iv) papers that were published after
2009. In addition, the following items comprised our exclusion criteria: (i) papers that did not meet
inclusion criteria; (ii) papers that did not explicitly focus on ethics within an ML context, but rather,
only referred to ML or ethics as a side topic; and (iii) papers that did not focus on ethical challenges
an ML project might encounter, but rather, focused on high-level societal ethical considerations
beyond the possible control of the organization supporting the data science effort.

4.1.2  Conducting the SLR. In this initial search of the identified repositories, we identified and
retrieved 1,170 papers, then manually inspected titles and abstracts to apply the exclusion criteria.
After this second phase, 266 papers remained. We then skimmed these papers to confirm our in-
clusion and exclusion criteria, and then removed duplicates. These steps resulted in a final corpus
of papers.

According to the guidelines provided by Kitchenham and Charters [47], we defined a data ex-
traction process to identify the relevant information from the 102 papers to extract: (i) review date;
(ii) title; (iii) author, (iv) reference; (v) database; and (vi) year of publication. Once the extraction
was completed, we continued with the guidelines provided by Kitchenham and Charters and used
content analysis to explore the key ethical concepts discussed within each of the papers, record-
ing these concepts as part of the data extraction. Specifically, we analyzed the papers through an
iterative process of item surfacing, refinement, and regrouping to generate the key themes used
as our framework to describe the ethical challenges noted in the papers.

Finally, we assessed the repeatability of our data extraction and categorization by using an inter-
rater analysis among two researchers who independently coded the papers [33]. After training, the
coders agreed on 89% of the coding decisions. Disagreements were discussed and agreed upon to
create a final coded data set.

4.1.3  Approach to Analysis. Because our review was conducted for the purpose of creating prac-
tical, usable guidelines for students, within these key themes, the review focused on ethical chal-
lenges and key questions that ML practitioners or researchers should contemplate as they work
on a project. However, what constitutes “ethical” for a given situation is rarely a concrete or sim-
ple consideration. Traditional ethical theories often serve as instructive frameworks for analyzing
issues and dilemmas. Though an analysis under different frameworks may arrive at different con-
clusions, they are helpful in systematically thinking through dilemmas and understanding argu-
ments made by others. In identifying questions and building our framework, we explored popular
ethical theories, and focused on three described by Briggle and Mitcham [10] that cover a range
of perspectives and fit well within the scope of our framework:

e Consequentialist theories led us to focus on the effects or consequences of alternate
courses of action. It has strength in evaluating decisions with complex outcomes, in which
some people benefit and some are harmed. It is weaker in situations where the consequences
of an action cannot be predicted.

e Deontological theories helped us focus on using concepts such as duty, rights and fairness
to evaluate courses of action. Duty-based ethics can be inflexible, since obligatory duties do
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not leave flexibility for evaluation of the harm they might do. Rights-based ethics lead to
decisions based on the rights of those affected by the decision but is less helpful in situations
where rights are not impinged. Justice-based ethics focus on fairness and equality.

e Virtue theory stands apart, in that rather than considering a specific situation or act, it con-
siders all actions of an individual’s life and whether these collectively constitute the actions
of a virtuous person. This holistic view makes it more challenging to apply to individual
situations, or to consider specific motivations.

These theories have been leveraged across a range of domains, including within a software
engineering ethics context [91], as well as within the broader context of science and technology [4].
Following this usage, we leveraged these theories to help shape the questions that were generated
during our SLR.

4.2 SLR Findings

When we began our systematic analysis of the papers in our data set, we noted that the majority
of the identified papers were published within the past few years. In fact, only four of the articles
were published prior to 2014. This increase in the number of publications is not surprising, as this
coincides more broadly with the increasing use of ML across a range of contexts.

We are also not the first to conduct literature reviews in this space. For example, Mittelstadt et al.
[62] focused on the ethical issues of algorithmic mediation, and noted six types of ethical concerns
raised by algorithms: (1) inconclusive evidence, (2) inscrutable evidence, (3) misguided evidence,
(4) unfair outcomes, (5) transformative effects, and (6) traceability. In focusing on medical informa-
tion and big data, Mittelstadt and Floridi [63] identified five areas of concern: (1) informed consent,
(2) privacy (including anonymisation and data protection), (3) ownership, (4) epistemology and ob-
jectivity, and (5) “big data divides” created between those who have or lack the necessary resources
to analyze increasingly large datasets. Others consider the broader area of big data, such as Salleh
and Janczewski [71], who focused on security and privacy issues within a big data context.

Based on our analysis of the papers in our SLR, as well as leveraging these prior reviews, we
identified three key areas of focus: (1) Oversight Challenges, (2) Data Challenges, and (3) Model
Related Challenges. We discuss these challenges, themes, and key questions below, and we sum-
marize them in Table 2.

4.2.1 Oversight Related Challenges: Accountability and Responsibility. Though ethics and law
are two separate concepts (i.e., what is legal may not be what is ethical and vice versa), formal rules
such as laws and regulations are important to consider in the context of ML projects [83]. In fact,
government regulators have long enforced legal restrictions to prevent discrimination, unintended
or otherwise, in industries such as financial services [26]. More recently, these laws and regulations
cover concepts such as privacy via HIPAA (Health Insurance Portability and Accountability Act)
in the U.S. [81] and GDPR (General Data Protection Regulation) in Europe [16].

However, regulations also tend to lag behind technology improvements [101] and the use of ML
likely introduces entirely new classes of risks [88]. Therefore, since ML is a new field, many norms
and regulations may not yet have been explored or defined [60, 86]. Thus is it not surprising that
governments are re-conceptualizing what role the law can play in controlling and regulating the
use and misuse of data and ML [16] and that one of the most important barriers and challenges
to the use of ML are potential legal issues [16]. In addition, it can be a challenge to apply these
rules. For example, data ownership might be ambiguous—is it the person who created the data or
the technical device or company that recorded it [8]. The ownership of this type of data is unclear
[42], which makes it difficult to appropriately apply laws and regulations with respect to data
ownership and privacy.
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Table 2. Ethical Questions About Machine Learning
Challenge Theme Questions
°Velfsi%ht Accountability & |1- Which laws and regulations might be applicable to this project?
relate! -
challenges Responsibility |5 How is ethical accountability being achieved?
3. How might the legal rights of organizations and individuals be impinged by
Data Privacy and our use of the data?
Data Related Anonymity 4. How might an individuals' privacy and anonymity be impinged via
Challenges aggregation and linking of the data?
Data Availability |5- How do you know the data is ethically available for its intended use?
and Validity 6. How do you know the data valid for its intended use?
7. How have you identified and minimized any bias in the data or the model?
Model and
Modeler Bias 8. How was any potential modeler bias identified, and then if apprioriate,
Model mitigated?
Related 9. How transparent does the model need to be and how is that transparency
Challenges |Model achieved?
Transparency & - — -
Interpretation 10. What are likely misinterpretations of the results and what can be done to
prevent those misinterpretations?

Thus, it is important to consider which laws and regulations might affect the conduct of the
project, what these laws are designed to protect or accomplish, and what the impact may be of
not taking them into account. This decision-making process suggests that a team member must
understand the laws and regulations that pertain to a project—e.g., the various national and local
regulations that might apply to privacy, confidentiality, data protection, or intellectual property
rights. Therefore, there may be cause to involve experts such as Chief Information Security Offi-
cers, general counsel, compliance officers, and where they exist, ethics officers. This suggests that
to help think about the consequences of their project, each ML project team should ask:

’ Q1: Which laws and regulations might be applicable to this project? ‘

In addition, there must be ethical accountability [39]. In other words, it should be clear who will
be accountable for the harm that could be done by the use of this technology [62]. Accountabil-
ity includes ensuring the project team proactively identifies potential stakeholders and evaluates
harms such as possible disproportionate effects that may arise from the application of a model.
Note that the harm might be legal in nature (e.g., bias) or it could relate to other important societal
rights (e.g., self-determination, employment, health care).

However, the question of who and how one should be accountable can often be challenging
to define [62]. One approach to ethical accountability is via an ethical review process [84]. For
example, where each participant in the project asks critical questions about the potential impact
of their contribution and has the opportunity to examine and discuss the viewpoints of participants
with others [50]. A complimentary review process for ethical accountability of an ML algorithm is
to have people review the algorithm, perhaps via algorithmic accountability reporting [67]. In this
view, the focus is on the external behavior of the algorithm—which is how society regulates human
behavior—not by looking into their brain’s neural circuitry, but by observing their behavior and
judging it against certain standards of conduct.

Thus, each ML project should ask:

’ Q2: How is ethical accountability being achieved?
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4.2.2 Data Related Challenges: Privacy and Anonymity. An individual’s right to choose which
of their activities and facts are shared with others is an important consideration for ML and data
science teams [56]. In a digital age, this includes both what the individual chooses to publish
and their ability to control with whom the data is shared, including concepts covered by recent
regulations such as GDPR—the European General Data Protection Regulation [53].

Privacy issues focus on who should control access to data and ownership concerns—not just
who owns the collected data but which rights can be transferred and what obligations collecting or
receiving such data entails [58, 97]. Further, once collected, data could be shared with third parties
adhering to different privacy policies [65]. This is complicated by the additional fact that even if the
users consented to the original capture and use of their data, the users do not always know when
it is later used in ways they did not expect or desire [36]. Hence, project teams (and organizations)
should not enter into confidentiality agreements that preclude explaining who their data partners
are, as well as making the data supply chain visible so that an individual or organization has the
ability to ensure no data misuse [57].

In other words, for the project to be ethical, the organization must have the right to use the data
for their specific purpose. This suggests each ML project should ask:

Q3: How might the legal rights of organizations and individuals be impinged by our use
of the data?

While the need for anonymity is not new to the computing field, the thought process with re-
spect to how to ensure anonymity must be re-examined with the emergence of advanced data
science linking techniques in that de-identification is one of the most challenging current ML-
related privacy issues [16]. For example, it has been noted that people can be re-identified from
anonymous data using zip code, birthdate and gender with 87% accuracy [40]. The impact of ag-
gregating and linking data, and the ability for harm to arise from that information, has been noted
as differentiators from other fields [82]. The cause for concern in this instance is not in the col-
lection of data itself, which may be innocuous in isolation, but its aggregation, correlation and
de-anonymization [65]. In one example, Netflix was sued by a closeted lesbian mother after re-
searchers demonstrated that Netflix data published for a competition, when combined with data
from the IMDB website, uniquely identified customers and their viewing preferences [30]. In this
situation, Netflix failed to understand either that this re-identification was possible, or that this re-
identification was problematic, revealing a lack of knowledge of either technical or ethical issues
in their research.

Hence, consideration must be given as to how privacy will be maintained through the transmis-
sion, storage and merging of the data [64]. Consideration should also be given to whether this use
of the data represents an intrusion on the privacy of the data subjects when considered from their
perspective [56]. This suggests each ML project should ask:

Q4: How might individuals’ privacy and anonymity be impinged via aggregation and
linking of the data?

4.2.3 Data Related Challenges: Availability and Validity. Being able to access and collect data
does not mean that it is ethical to use that data [7]. A very early example of data being used in
a way that the data provider did not intend involved the 1940 U.S. census. Intended by law to be
kept private, the census was used in 1943 to force all persons of Japanese ancestry into internment
camps in the U.S. [5]. Even today, terms of service might specify the legality of collecting data,
but sometimes data rights are more ambiguous or more complicated, and in reality, obtaining
individuals’ true informed consent is very challenging [37].
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For example, even though content might be “public” (e.g., a tweet), there might be considerations
beyond this accessibility for the ethical use of that content—such as, who is using it and in what
way it is being used [32]. In a different example, imagine that an energy supply company finds
a way to monetize its customers’ smart meter data by selling it to an organization that wants to
learn about how people live, yet has no intention of ever selling any product directly to those
customers. The data would provide additional revenue to the energy supplier, yet there might be
no incremental benefit to its customers. In this situation, it is not clear who owns the data and if
that data is being misused. Perhaps the customers should expect to share some of the bounty via
reduced energy pricing [38].

More generally, personal data is often used for purposes beyond its intended purpose and many
users would consider such practices a violation of their right to privacy [65]. In reality, under-
standing if consent was given to use the data for its proposed use is still more in the grey area of
feelings, opinions, and right treatment [8]. Hence, care must be taken to understand who owns the
data, what are their rights and expectations, and is the data being used the way that it the person
(or entity) that contributed the data intended? This suggests each ML project should ask:

’ Q5: How do you know that the data is ethically available for its intended use?

Data validity is another key challenge [44], and ML engineers have a responsibility to ensure
that the data that they use is suitable for their needs [92]. One aspect of data validity is data accu-
racy, since accuracy is critical for ethical assessment and legal probity [80]. For example, imputing
missing values or excluding records with missing values could have a significant impact on the
downstream analytical results [7, 35].

Another data validity concern arises from “fitness of purpose” questions about how specific
data is used. For example, while patient-generated health data is useful in many situations, there
are situations where it might not be appropriate [21]. Specifically, due to a lack of oversight, the
fitness of purpose of this data in some ML contexts could be questionable due to challenges such
as missing data or accuracy of the measurements (ex. if there is no lunch reported, did the person
skip lunch or just not report it) [21]. In a different example, a growing number of states use data
from students’ standardized test-scores to develop teacher performance scores. The output from
these models is sometimes used in decisions about teacher tenure, dismissal and compensation.
However, many question the accuracy of a single student test score as input into such a model
[13]. It has been noted that when any one student takes a math test, on any one day, there is a
huge uncertainty around that score. It could be the student got lucky this year, and guessed two
or three right questions. Or the student might not have been feeling well. Consequently, the score
on any one day is not necessarily a good reflection of a student’s attainment level. Hence, even if
the database has the correct scores stored, the data from one test might not be appropriate as a
key input for the teacher evaluation model [13].

In fact, data publishers need to assist ML practitioners, so that they can properly ensure fitness
of the data used for ML [41]. Thus, this theme not only covers the accuracy of the data but also
whether the data is appropriate for the problem being addressed, in that ML practitioners needs
to ensure “fitness of purpose” with respect to how data is used. Otherwise, data can be taken out
of context, or might not be used as the data provider intended. Taken together, this suggests each
ML project should ask:

’ Q6: How do you know that the data is valid for its intended use?

4.2.4  Model Related Challenges: Model and Modeler Bias. ML models can be built using data
that records a bias, and thus, the model might also learn that bias, and as such, systematically
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disadvantage a societal sub-group [24]. This can lead to ethical problems such as group discrim-
ination (e.g., ageism, ethnicism, sexism) [34]. In other words, bias might come from the fact that
the data used to build the model was biased [24].

As models are built, the ML engineer selects variables to use as features in the model. It is widely
understood that it is unethical, or in many use cases illegal, to make decisions based on variables
that describe protected categories such as gender, race, religion. To do so may be discrimination,
and is a form of bias. In fact, ML practitioners should be aware that, even with the best of inten-
tions, using commonly protected attributes exposes them to potential legal risk [26]. Beyond the
explicitly protected categories, they must also consider other potential biases [34]. For example, us-
ing accelerometer and GPS data from smartphones, an organization predicted potholes. However,
older, poorer people were less likely to have smartphones [25]. This meant that the smartphone
data was missing information from significant parts of the population—often those who have the
fewest resources.

More generally, analytics allows for a new type of algorithmically assembled group to be formed
that does not necessarily align with classes already protected by privacy and anti-discrimination
law, or addressed in fairness and discrimination-aware analytics [61]. In this situation, individuals
are linked according to offline identifiers (e.g., age, ethnicity, geographical location) and shared
behavioral identity tokens, allowing for predictions and decisions to be taken at a group level
rather than an individual level. A simplistic example of such a group is “dog owners aged 38—40 that
exercise regularly.” Being identified as a member of this group could drive a variety of automated
decisions with harmful or beneficial effects for individual members, such as a preferential rate for
health insurance [61].

To account for this potential bias, some have started to create frameworks for identifying how
discrimination may enter into the ML process [26]. While these frameworks are still evolving, at
a minimum, each ML project should ask:

‘ Q7: How have we identified and minimized any bias in the data or in the model? ‘

Another concern is the subjectivity within the model building process [26], in that model build-
ing involves subjective decisions, and that these decisions can result in biases and prejudices [64].
In other words, there can be subjectivity when decisions must be made, such as with respect to
what metric one should optimize, which algorithm to use, which data sources to use or whether
one data point should be used as a proxy for a missing fact [64, 73]. For example, when the admis-
sions department of a university designs an algorithm to determine how to allocate their annual
scholarship budget, difficult choices need to be made about whether to rank applicants based on
their economic background, race, prior academic achievements, or the faculty to which they ap-
ply. Each choice is reflective of different ethical and political positions, and the process of choosing
between them can expose power relationships between different individuals, academic ranks, and
institutional structures [100]. Furthermore, biases can also exist in the ML engineers [35]. Thus,
unfortunately, with the aim of correcting for known biases, well-meaning ML practitioners may
introduce new and unknown biases [100].

This is reinforced by Boyd and Crawford [6], who note that “researchers must be able to account
for the biases in their interpretation of the data. To do so requires recognizing that one’s identity
and perspective informs one’s analysis.” This suggests each ML project should ask:

‘ Q8: How was any potential modeler bias identified and then, if appropriate, mitigated?

4.2.5 Model Related Challenges: Transparency and Accuracy. Transparency is generally desired,
because algorithms that are poorly predictable or explainable are difficult to control, monitor and
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correct [90]. However, algorithmic outcomes of machine learning are often difficult to interpret,
even by experts, and an explanation in understandable terms as to why a specific decision is recom-
mended often cannot be supplied—which makes explainability and comprehensibility very difficult
[62, 64]. Thus, many models are effectively a black box to everyone, layman and expert alike [29].
Model transparency is particularly important when model output might disadvantage a certain
subgroup (or appear to disadvantage a specific subgroup), or in situations where there is a high
degree of regulation or a right of challenge (e.g, lending money). In fact, many have noted serious
ethical concerns can arise about the equity and fairness of an opaque, inexplicable, and potentially
biased process helping to make such radically life-changing decisions [49, 62].

Neural networks, a popular ML technique, have this transparency/explainability challenge.
When using a neural network, a middle layer (or more than one) is inserted connecting input
and output. The weights connecting input variables to the middle variables, as well as those con-
necting the middle variables to the output variable, are adjusted via several iterations within model
development. The end model obtained displays all those weights, but cannot be interpreted as to
how much the various input variables contribute to the outcome. When transparency is needed,
some have argued that the models such as neural networks should not be used, and one should use
models simple enough to allow some explanation, such as explaining which covariate is driving a
particular decision—perhaps even reduced to logistic regressions [38].

However, others have noted that achieving transparency via technical explanations is not the
only path forward. Rather, one could also consider institutional processes, documentation, and
access to those documents as a way to explain the behavior models used [75]. In other words, if
justification requires understanding why the model’s rules are what they are, one should seek ex-
planations of the process behind a model’s development and use, not just explanations of the model
itself [75]. This approach helps to address a different challenge with respect to transparency—that
some algorithms are proprietary and need to be kept secret for the sake of competitive advantage,
national security or privacy [62]. Thus, while there is still ongoing debate with respect to how to
achieve model transparency, at a minimum, one should ask:

’ Q9: How transparent does the model need to be and how is that transparency achieved?

Furthermore, most predictive models are statistical in nature. They provide no guarantees;
rather, they tell us about areas where an increased probability of an outcome might guide us to act
differently [26]. For example, one seldom finds a classifier with perfect or even near-perfect pre-
dictions. [26]. With this in mind, the ML engineer must ensure that the analytical decision reflects
the scale, accuracy and precision of the data that was used in creating the model [20], and that the
results and conclusions should be presented along with information on the range of circumstances
for model validity.

Due to this, an ML practitioner’s ethical responsibilities do not end with the completion of a
model. They also have a duty to explain the implications and limitations of using a model and it is
crucial that those who devise the analytics clearly understand and explain their impact [35]. This
suggests each ML project should ask:

Q10: What are likely misinterpretations of the results and what can be done to prevent
those misinterpretations?

5 PILOT STUDY ON USING THE IDENTIFIED ETHICS QUESTIONS

To evaluate the potential usefulness of the ethical questions identified via our SLR, we conducted
a pilot study that explored whether students could understand the questions and, more impor-
tantly, if students could use the questions to more easily identify ethical situations within an ML
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project context. Our aim was to better understand if the questions were helpful in eliciting an
ethical thought process, and if so, integrate these ethical questions within our ML ethics modules,
described in the next section.

5.1 Data Collection and Analysis

For this pilot study, students were given a homework assignment to analyze two publicly de-
scribed ML projects and then identify the top three ethical issues within each of the two assigned
ML projects. The students had two weeks to complete the assignment and were allowed to use
any external resources they deemed appropriate (and cited). In total, 85 graduate students in an
Introduction to Data Science class participated in the study. While most of the students were in-
formation system students, approximately 15% were business or public policy students and ap-
proximately 60% of the students had previous information-technology-related work experience.
Finally, students in the class had a broad spectrum of undergraduate majors, such as information
technology, computer science, engineering, and business.

Prior to the assignment, instructors led a general discussion of ML ethics and described an
example ML project, which provided a vehicle to note ethical situations within that discussion.
The students were also provided the list of ethical questions derived from the SLR as well as a
one paragraph explanation for each of the questions. Students were told that they were free to use
these questions to help identify potential ethical issues, but were not required to use the questions.
Each student chose two projects from a pool of projects developed in a previous semester of the
course. Once a project was selected from the pool, it was made unavailable to other students. Thus,
each student analyzed a unique (to that semester) set of two projects.

We subsequently analyzed student submissions for these two assigned projects. Each student
response was reviewed by two independent coders. They determined whether each issue identified
fell into one of three categories: (1) non-ethical issue (issues more technical in nature, such as the
appropriate use of a specific algorithm); (2) societal ethical issue (ethical issues beyond the scope
of the project, such as the impact of Al on the workforce); or (3) project-relevant ethical issue.
Coders agreed on 88% of coding decisions. Disagreements were discussed and resolved into a final
set of coded responses.

5.2 Pilot Results

Students were able to identify 2.9 ethical issues per project, with students leveraging the supplied
ethical questions to identify ethical issues directly related to the ML project for 95% of the issues
identified by the students.

In terms of the other 5%, 3% of the responses discussed ethical issues that were societal in
nature—issues that could not be practically addressed within the scope of the ML project. For
example, one student raised the question “Would robots be citizens?,” which is an interesting eth-
ical question, but not one that could be addressed by the ML project team. Non-ethical issues
comprised the other 2% of the responses (for example, questioning the technical quality of data
encryption).

Note that in a previous semester, the same assignment was used, but without providing the
students with questions derived from the SLR. In that semester, students identified, on average 2.2
issues, with 77% of those issues being ethical issues directly related to the ML project.

5.3 Implications

The results of our pilot study confirmed that students were able to easily understand and use the
ethical questions as a starting point to explore possible ethical situations within machine learning
projects. Thus, these results suggest that students can easily leverage an explicit set of questions
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that helps them contemplate ethical situations. Specifically, the framework of possible questions
helped students think about and identify possible ethical issues that were directly related to the
project they were analyzing. This framework of questions also helped students focus on ethical
issues that are actionable by members of an ML project team, and not those that are societal in
nature. In summary, the framework of questions helped students analyze the projects, and hence,
can be a key aspect of how to integrate ethics within an ML module, three examples of which are
discussed in the next section.

6 EXAMPLE COURSE MODULES FOR ML ETHICS EDUCATION

The pilot demonstrated the value of predisposing students to an inquiry framework for considering
ethics in ML projects. We will now move on to look at how ethics may be imbued into assignments
that are already common to early ML classes, therefore also providing means for ethics integra-
tion even in introductory ML classes, while not requiring additional assignments. While we do not
evaluate these exercises, they offer an introduction for how ethical thinking can be appropriately
injected into pre-existing courses. Future work would be to research effectiveness of specific for-
mats and longitudinal interventions; though we hope we are demonstrating to the relative ease
with which ethics could be adopted all across the ML curriculum. Evidence supports integrating
ethics consistently throughout the CS major [55]; thus, these examples should support how this
might occur without having to completely redesign curricula.

In what follows, we discuss three example class modules where ethical questions are integrated
directly into an ML assignment. Each example highlights some of the ethical questions referred
to in Table 2 that could be addressed within that module. Note that these examples were selected
to be representative of the type of assignments typically found within ML courses. Our formula is
roughly to create a frame by doing some leading analyses that provide technical results and then
relate those results to reflection questions that convey potential ethical concerns. Our examples
were adapted after reading open ML course materials by UW, NYU, MIT, and CMU and noticing the
common themes of teaching logistic regression, random forest classifier, and deep convolutional
neural models. Below you will find direct links to the full assignment documents, which further
link to Python notebooks containing walk-through solutions.!

6.1 Logistic Regression Module

The first example integrates ethics within a logistic regression assignment. Logistic regression is a
fundamental method used for prediction, and has been used since the late 1950s [23]. It remains one
of the most common ML applications and was taught in nearly all introductory machine learning
courses reviewed in our syllabi analysis. In our example, we use a Yelp review dataset, and students
are asked to implement a logistic regression model that predicts an entity’s rating, in stars, given
the text of the rating. In general, this module could easily be adapted to any assignment or lecture
where a classification task is being taught within an ML context.

The assignment starts with basic tasks that one typically would do for logistic regression, such as
generating histograms, plotting a confusion matrix of the model, and inspecting predicted ratings
against true ratings. While the initial assignment unfolds as expected, we emphasize some practical
points of reflection that get the student thinking about their choices. For instance, the student is
asked to justify why they chose to split their test and training sets with a particular allocation. We
further have them reflect on the causes of their inaccuracies. This may seem trivial, but it builds
up the expectation that the student can, and should, justify their choices, which will support them

Thttp://github.com/ProbableModels/acm_paper_2018.
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in the later ethical questions. Beyond these typical tasks, the assignment also poses a set of ethical
questions that students need to address, including:

(1) “Having summarized your data, what questions might you ask to decide if the dataset you
have chosen is appropriate for the model you hope to create? and “Was our training data
collected in a way that is appropriate for the prediction task? Why or why not?” In other
words, how do we know the data is valid for its intended use (i.e., Q6)?

(2) “Using a histogram or other summary statistics, did you notice a class imbalance in your
training data set?” Digging more deeply into that question, we ask, “Why may there be
such a class imbalance? Do you think this is caused by sampling or systematic problems?’
These questions help explore if there is bias in the data being used to create the model
(ie., Q7)?

(3) “What is the most likely misinterpretation of the results?’; “What are the dangers of such
a misinterpretation?’; and “Given this danger, are there restrictions one should place on the
use of the derived model within a specific context?” These questions help explore model
misinterpretation and the impact of misinterpretation (i.e., Q10).

This set of ethical questions allows students to attach ethical inquiry directly to the material
they are being taught and the choices they are making within the assignment. There are no right
or wrong answers, but it is critical that students are able to think about these questions in terms of
practical results. For example, in Questions (2) a student might point to a bias of few low ratings.
A very different bias might be the fact that certain classes of people do not use Yelp, and hence,
their views might not be represented in the analysis.

Finally, the assignment asks, as a thought experiment, if instead of predicting Yelp stars, the data
is used to support developing a new model for predicting creditworthiness scores (i.e., a rating for
whether or not a bank should give a business a loan). How might one re-adapt the methodologies
previously done? That is, what might it look like to use Yelp reviews as a component of evaluating
business success, and thus, credit worthiness? Thinking through this added layer can develop
important contrasts providing teaching moments, given that a credit scoring model could harm
individuals (e.g., denying a loan). Thus, additional questions become relevant such as which laws
and regulations might be applicable for this project (i.e., Q1)? Or perhaps, is it valid to use Yelp
data at all for credit scoring and what complimentary data may be required (i.e., Q6)?

6.2 Random Forest Classifier Module

The second example has students integrate ethics within a random forest classifier assignment.
In this case, the model does sentiment analysis, and students use the model on the Sentiment140
dataset, which is a publicly available and commonly used dataset of positive and negative tweets,
as well as the Claritin Twitter dataset, which contains tweets about the drug Claritin. Using the
Claritin Twitter data offers immediate opportunities for ethical conundrums due to it contain-
ing information on clinical medical trials and personal information such as gender. Just as with
the previous module, this example could easily be adapted to any classification task being taught
within an ML context.

Specifically, the assignment starts with basic tasks that one might typically do for sentiment
analysis, such as building a random forest classifier to determine if a tweet is positive or negative.
Then, using the Claritin Twitter data, the model is used to predict if the tweet relating to Claritin
has a positive or negative sentiment. Students are guided to explore the accuracy of the model,
in general, as well as how the model performs with respect to the gender of the person tweeting.
Again, the normal ML part of the assignment pushes toward justifying and explaining results.
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The assignment ends with an additional set of questions focusing ethics. Importantly, these
questions could be re-applied to most classification tasks and ideally would emphasize the impor-
tance of these thought processes. Example questions include:

(1) “When using data that contains medical information, what laws might be applicable to build-
ing your application? (i.e., Q1)

(2) “What questions might you ask about the validity of comparing the two datasets to each
other? and “What properties of the datasets would you look for to decide whether the two
data were comparable or not?” In other words, questions focusing if the data was valid for
its intended use (i.e., Q6).

(3) “Comparing how the model performed before and after balancing and across classes, can we
conclude there was any bias in the dataset?” and the follow-up question “What evidence
might one use to back the conclusion for or against bias?” (i.e., Q7).

Finally, the assignment asks a broader question: Should a model like this be used to help doctors
make recommendations on which patients should use Claritin? Within this context, we ask “Would
it would be appropriate to let a model like the one proposed operate autonomously, making suggestions
directly to a doctor?” Immediately, we hope to see students discuss issues related to proper oversight
(i.e., Q2). Furthermore, we ask “Is the data and model relevant for this task?,” which looks to explore
if students are thinking about the ethics and validity of using Twitter data (i.e., Q5 and Q6).

6.3 Multi-model Module

The final example helps students develop methods for choosing the best ML model for a given
situation by having them compare the accuracy of different ML Models applied to the same dataset.
The assignment is agnostic in terms of which models are actually implemented. Rather, the goal
is to provide some sense of how to analyze performance and model comparisons to understand
the ramifications of choosing a particular model. Thus, the assignment could be adopted within
nearly any ML class where multiple models are taught or blackbox analysis is being done.

The assignment has students using two very common datasets—IRIS and MNIST. We believe
that even when working with these common data sets, it is important to emphasize the mechanics
of ethical thinking so as not to suggest ethics only matters when using an obviously politically
charged dataset like Stop and Frisk. Using IRIS, the student is initially asked to fit a logistic regres-
sion and a random forest classifier where the prediction target is the species of Iris plant. Then the
assignment has students use the MNIST dataset, which is a dataset of handwritten digits, to try
and predict the number in an image by fitting a random forest classifier and a simple convolutional
neural network (CNN). The student then goes back and fits the CNN on the IRIS data. Throughout
the process, the assignment guides students through a comparison of the models, for example,
by having students output a boxplot that highlights the accuracy of each of the models. They are
asked to explain why performance may be differing between models and datasets.

The assignment then turns to some possible ethical considerations. One question dives deeply
into the comparison of the models: “Now considering all three models, can you conclude that one
model is always better than the others?” This leads into a series of follow-ups that helps dig into
why explainability might be important in certain circumstances. Thus, we ask, “Between a CNN
and a logistic regression, is it easier to explain the inner-workings of one versus the other? Try to
explain how each model is working on the IRIS dataset.” This further goes to, “Discuss a model where
being able to explain the results would be very important.” Collectively, these questions focus on
model transparency and the potential need for transparency (i.e., Q9)

In addition, students are asked to look at decision surface visualizations for a variety ML models
to see how different assumptions are baked into choosing a model. We then ask, “Choose two of
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the models, what assumptions does the model makes about data that it does not have?” Here we are
pushing them to consider their assumptions and potential model bias (i.e., Q7).

The assignment ends with a broader question using a scenario. We set the scenario to assume the
student is using Facebook Profile data to train a model to decide which set of products and events
to advertise. The student trains three different models and notices that accuracy is, on average, the
highest with a logistic regression, but sees that when employment details are known for a given
user, a feed-forward neural network is even more accurate. We then specifically ask, “Your boss
asks you to consider scraping LinkedIn data to link profiles and retrain a feed-forward network. What
questions might you ask about this process?” which introduces a range of ethical considerations
(i.e., Q1, Q2, and Q5). Here we are targeting real-world, job-relevant considerations that may bear
on the student’s understanding of the relevant ethical dimensions of this specific ML application.
The module aims to prepare students to be able to meaningfully wrestle with this type of dilemma.

7 DISCUSSION

Through our analyses and findings, we hope to have raised awareness and provided direction to-
ward ethics receiving more attention within ML curricula. Between recent scholarship, journalism,
and precipitous advancements in the field, we believe the need for ethics is well-established and
understood. Inversely, we recognize that traditional training for those involved in ML—e.g., com-
puter scientists, engineers, and statisticians—does not necessarily include the training relevant to
answer these ethical questions. Crucially, this training often focuses on the many difficult techni-
cal skills necessary to employ these complex methods and prove their reliability. Therefore, our
goal is to lower the barrier for adopting more ethics content into existing ML curriculum while
still ensuring the robustness and effectiveness of core content.

7.1 Building a Foundation

A critical first barrier is that while scholarship around ethics in ML continues to build, there are
few syntheses of these materials available. For an instructor wanting to explore this field, they
may not know where to start, and simple searches for common issues such as “ML ethics” or
“privacy” might lead them down interesting paths, but would not provide a holistic account of
the major contemporary issues, controversies, and, most importantly, pedagogical content needed
to teach ethics to future ML practitioners. Thus, we see an auxiliary contribution of this work as
the building of a lineage of the topic leading up to the pressing needs in ML, providing a central
resource for key references relevant to teachers and researchers in this domain. Of course, many
scholars are doing excellent work in the area of ML ethics, many of whom we have referenced in
this article and whose work informs our framework. Despite the fact that we have likely not been
able to provide a fully comprehensive view of this domain, we hope that our analysis and citations
provide the necessary context to help entrants into ethical thinking.

We also hope that our exploratory analysis of the state of ethics content within existing ML
courses might further motivate instructors. Though there are limitations to our syllabi review,
notably the restriction of our analysis to publicly available information and to a subset of programs
within the United States, as a first step, our findings both seed hope and highlight need. Overall, we
see a relatively small proportion of core, technical ML classes that explicitly feature ethics content,
and this is where we believe that adoption is most important. However, there is also evidence of
movement in this area, with a number of standalone ethics classes offered and mentions of topics
like privacy and fairness in other classes. However, it is still the case that many students may never
explicitly come across ethics during the course of their ML education. When they do, it is also most
likely to come at them in a single course, rather than as a patterned way of thinking inculcated
into their mindset when designing and deploying ML systems.
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Though we are still far from the vision of ethics thinking being baked into student mindsets, we
have attempted to offer evidence that there are common and identifiable questions at the heart of
this topic. The systematic literature review of ethics papers was meant to further centralize edu-
cators thinking about the topic. Going a step further than a bank of citations and a syllabi review,
we hoped to offer knowledge of what the field is saying. That is, ML ethics might be discussed in
many desultory write-ups, but there is largely a set of questions regularly being asked. Though
this literature review may have missed some papers, the questions abstracted from the review did
deliver a succinct account of the major questions being raised from a practical standpoint.

Some of our questions about the relevant laws and policies fit well with what would normally
be covered in a professional ethics class. However, other questions uncovered about model validity
and modeler bias get deeper into the ML practice. And it is this relationship of ethics to ML practice
that we sought to build in this particular paper. The pilot study was a first step in the direction to
show that ethical questions are close in proximity of real-world ML applications, if the awareness
is in place. Our study is still extremely preliminary; though, hopefully it paves the ground for other
educators to continue on, as it does present promise that providing the right materials and framing
does benefit students in identifying these ethical challenges.

7.2 Contextualizing ML Ethics

Since prior research has shown that when ethics education is delivered in one-off courses, stu-
dents do not necessarily believe the material holds importance to their career [15, 28, 78], another
major thrust of our article is to provide the necessary materials to start demonstrating how ethical
thinking could easily be integrated into the normal, expected course content and have that be a
constant in an ML education. This was especially important in light of our syllabi review, which
suggested that many programs were focused on one-off courses. Our three modules are meant to
deliver this sense: that when teaching different models, evaluation approaches, or even basic statis-
tical knowledge, ethical reflection can be brought to bare on the knowledge in situ without having
to jump to a separate ethics lesson. We have adapted our ethical questions directly into common
ML course materials such as learning about logistic regression, random forest classifiers, or con-
volutional neural networks. The goal is to empower a student to see that the technical choices
they make—the analyses they choose to do or not do, the algorithms they use, the datasets they
choose—do have human consequences and should involve ethical thinking.

7.3 Limitations and Next Steps

During our syllabi review, we may have easily missed instances where ethics was taught. This
could have been due to not having access to the full course materials, an instructor discussing
ethics without putting it in their syllabus, or missing a course due to the particular keywords
and databases we searched. In addition, the analysis of additional universities might change the
relevant statistics.

The SLR could have included additional, non-peer reviewed, content (e.g., ArXiV, blog posts).
Furthermore, future research could explore the framework, and the associated key questions, using
multiple ethical theories. This could focus on, for example, exploring the difference between the
duty, consequence and virtue perspectives previously discussed in Section 4, or exploring other
perspectives that could also prove interesting, such as Rawls’ theory of justice perspective [68].
Collectively, this additional work could help enable the framework to be a robust and enduring
framework, eventually of use to both educators and practitioners. Fully developed, such a frame-
work could have additional questions and more complexity, exposing hierarchies or relationships
among ethical questions, but, especially for students, this needs to be balanced with a framework
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that is general and easily understood. In addition, our framework and associated questions were
identified via the SLR, and thus may be specific to our current time frame, in which, for example,
privacy is a hot topic. In the future, privacy may be eclipsed by another topic (e.g., political ad-
vertising and voting patterns). Hence, as the literature changes, the current framework, since it is
based on the SLR, could become obsolete. Finally, since models are built from data, our framework
does not currently draw a clear divide between data and ML ethics. Nor does it take a stance on
engineer responsibility or algorithmic accountability standards.

In terms of creating course modules that integrate ethics into the ML classroom, there might be
other core ML topics where the integration of ethical concepts is more challenging than what was
encountered in our three examples. We recognize there may be some assignments where asking
for deeper reflection and explanation, beyond the practical choices, is not be appropriate — such
as when a student is making a first pass on a concept and barely knows the methodology. Hence,
future research could explore a variety of approaches and the utility of the modules within the
classroom environment, perhaps based on if the course is an introductory or advanced course.

Finally, our article does not address what a faculty’s background and preparation should be to
teach ethics in an ML course. Future research might explore if instructors are worried that they
do not have the appropriate knowledge to address these ethical topics, and if so, how to address
these concerns.

8 CONCLUSION

In this article, we offered context, insights, and practical suggestions regarding cultivating ethics
as component of machine learning (ML) education. ML is a rapidly advancing field with new ap-
plications being deployed on a near daily basis. ML models are often trained on data sourced from
human behaviors and their autonomous deployment leads to ML systems being a touchstone of
many online interactions. Thus, the social ramifications of ML are increasing and already we are
witnessing a pressing need for ML engineers to have a better understanding of ethics and social
impacts of their work.

We take a stance that ethics should be infused throughout the ML curriculum, and not provided
as a one-off course. The article starts by exploring the need for ethics in data science and ML.
Using this backdrop as context, we look at the current state of ethics education in ML through
a syllabi review from top graduate programs. Our findings indicate there is still a majority of
programs where students can graduate without any exposure to ethics within an ML context.
Where it is available, it is often a one-off non-required course. The most common themes being
taught currently are privacy and fairness.

We moved on to surveying the current scholarship on ethics in ML and data science to offer an
early foundation toward a framework of ethical topics and questions applicable to ML practice.
Using this framework, we then provided three novel ML course modules that leverage the ethical
questions to encourage ethical reflection as part of teaching core ML content.

We hope this work encourages and supports the increased adoption of these topics within the
ML curriculum. Our assignments are simply the first phase of the vast repository of topics that
would need to be attended to from an ethical standpoint within ML education. Though, the ease
at which many of the lessons and activities touch upon a relevant ethical question gives hope that
the burden may not be all that heavy. Continuing to improve our core frameworks for teaching
ML ethics and revisiting the core content of the discipline should slowly dissipate the barriers to
entry for adding some ethical thinking into one’s ML course. Finally, we hope that by pooling and
surveying the citations, questions, and current curricula relevant to ML ethics, we have helped
future work move more effectively.
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