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ABSTRACT
The influence of autonomous machine actions on human life
is growing rapidly. This paper presents an interpretative frame-
work toward future policymaking and ethical engineering that
protects and promotes human interests in the face of intelli-
gent machine systems. Drawing on insights from contempo-
rary moral philosophy, we offer a model for thinking about
respectful action between humans and then translate this to the
machine case. Applying a novel rubric of analysis, we develop
moral intuitions around what it means for machine-intelligent
systems to act with “respect” toward humans. Working from
a set of cases, we delimit the space of interactions between
human autonomy and autonomous machine action. We end
by discussing the possibilities of employing our framework
for future policy and technical work in the area.
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1 INTRODUCTION
In a world where machines are increasingly being used to act
autonomously in the place of humans, we all have an interest
in preserving an ethical character to autonomous machine
action (hereafter “machine action”). Indeed, this is often part
of the very reason why we want machines to act for us in the
first place: to remove the human flaws, biases, and oversights
which lead such actions to be unethical or otherwise harmful
when performed normally by humans. However, focusing
solely on the ethically negative action characteristics (such as
bias) that machines might [27] be able to avoid overlooks the
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ethically positive action characteristics that machines must
still act in accordance with. Otherwise, in replacing human
action with machine action, we will simply be trading one
kind of unethical action for another – and machine actions
might end up being unethical in even more problematic ways
than the human actions they are replacing.

Some work in this direction is already happening. The cur-
rent literature of fair machine learning works to overcome the
problem of machines inheriting bias from their training data
[7]. Aiming to discover [3] and constrain [31, 48] algorithmic
bias, however, limits our focus to solving a single ethical issue
of preventing illegal discrimination in machine action. And
while we know we like models that are interpretable [37, 44],
it is still unclear what boundaries we should be putting on
the behavior of intelligent machines. As we move into the
future, it is going to be critical, both socially and legally, that
we build intuitions about what constitutes an ethical machine
action, and formulate guidelines that engineers, technologists,
policymakers, and lawyers can keep in mind when designing,
evaluating, and regulating machine actions.

Our recommendation in this paper is that we should look
to philosophy to help build these intuitions and formulate
these guidelines. Philosophy, moral philosophy in particular,
has the resources we need to expand and hone our ethical
vocabulary, and to develop interpretive metrics for regulating
algorithmic systems.

In this vein, our specific contribution here is to bring atten-
tion to the importance of the concept of respect to any ade-
quate account of ethical action – that is, respect for persons,
or treating others never simply as means but always as ends
in themselves. Respect is widely recognized in contemporary
moral philosophy as a crucial component of ethical action,
and, as we argue, it should be seen as a crucial component of
ethical machine action as well. As we demonstrate, respect
stands behind many of the ethical aspects of machine action
that we already recognize and care about, such as privacy, fair-
ness, accountability, and transparency. However, work still
needs to be done to know how to systematically apply the
concept of respect to the case of machine action. In addition,
machine action includes some further, hitherto unrecognized
dimensions along which respect also needs to be preserved
and promoted.
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The structure of our paper is as follows: In §2, we present a
brief philosophical introduction to the concept of respect, and
explain why respect is so important to the ethics of human
action. In §3, in order to know better how to apply the concept
of respect to the case of machine action, we present an anal-
ysis of machine actions into their six most ethically salient
components. In §4, pairing together the insights from the
preceding two sections, we show how the concept of respect
can be applied systematically to the case of machine action,
and detail the specific ethical considerations that emerge from
this application. In §5, we briefly indicate the upshots of
this framework for technologists, policymakers, and other
practitioners.

Through this discussion, we have the following broad
goals: First, to provide a philosophical framework for thinking
through and evaluating the ethics of machine action. Second,
to clarify the some of the specific ethical questions we should
be asking about machine actions. Third, to highlight some
ethical dimensions of machine action that are not being dis-
cussed much at present, but which must be in order to ensure
a fully ethical character to machine action.

2 THE CONCEPT OF RESPECT
Our approach to the ethics of machine action takes as its
starting-point the concept of respect. We choose to focus on
respect for three reasons. First, respect is generally thought
of by contemporary philosophers to be one of, if not the,
fundamental concept of morality, from which all our other,
more specific moral obligations follow. Thus respect cannot
be ignored in any discussion of ethical action. Second, as we
detail below, respect has been fruitfully applied to a variety
of other real-world ethical issues. Thus there is reason to
look to respect for guidance in the case of the real-world
issue of machine action as well. Third, as we show in §4,
respect captures many of the more ethical moral norms of
machine action that we already know and care about. Thus a
better understanding of respect will clarify the importance of
these norms, as well as possibly recommend further, hitherto
unrecognized norms for our consideration.

What, then, is respect? Though there are many different
kinds of respect [19, 35], one kind in particular has been of
primary concern to moral philosophers: namely, respect for
persons, that is, the respect that each person is due simply in
virtue of being a person, the respect that is due to all persons
as such. The basic idea is that, although in certain contexts
some people might deserve more respect than others (due to
differences in position, status, talents, or the like), there is
nonetheless a baseline kind of respect that all deserve, due
to the distinctive moral status as persons that we all share.
“Persons, it is said, have a fundamental moral right to respect
simply because they are persons” [20, §2].

This concept of respect should not seem foreign; indeed, it
is natural for us to think that we have special categorical obli-
gations to all other persons [14]. Yet respect would not have
the place it has today were it not for the work of eighteenth-
century German philosopher Immanuel Kant. For Kant, all
our specific moral obligations and duties flowed from one
ultimate moral principle, the “Categorical Imperative”, which
in its second formulation (the “Formula of Humanity”) he
expressed as the command that one act so as to treat per-
sons “never simply as a means but always at the same time
as an end” [28, 4:429]. Whatever else this dictum means, it
is a command to respect persons qua persons [19, p. 36],
and this basic idea continues to animate moral philosophers
today [18, 29, 47]. Some contemporary philosophers, follow-
ing Kant, have taken respect to be the basis of all morality
[21, 22]; and while others deny this [25], all agree that respect
is an important ethical concept. For the purposes of this paper,
we need not take a stand on this issue; it is sufficient merely
that respect is accepted as an important ethical concept, in
light of which moral principles and judgments can and should
be formulated.

Why, then, is respect important? Take the following simple
but powerful example (adapted from [24, 42]). Imagine a
doctor who kills one of her patients, who is perfectly healthy,
in order to harvest that patient’s organs and give those organs
to five of her other patients, who are each about to die from
a different kind of organ failure. In one respect, the doctor
has promoted “the greatest good for the greatest number”
(the well-worn slogan of utilitarian moral theories), saving
five people while losing only one, whereas were she to do
nothing five would have died and only one would have lived.
Nonetheless, the doctor’s action clearly strikes us as morally
wrong, as the doctor has treated her healthy patient merely
as a means to her other patients’ health. If the doctor had
respected her healthy patient and recognized his fundamental
moral rights (in this instance, his right to life and to his own
body), she would not have engaged in such morally wrong
behavior.

So what, more specifically, does respecting persons actually
involve? What does it mean, in Kant’s words, to treat others
never simply as a means but always as an end? Primarily,
respect involves refraining from certain actions and behaviors,
such as the exploitation, manipulation, and debasement of
others, violations of their rights, and interference with their
decision-making or self-governance. In other words, respect
sets a “boundary condition” for moral action, demarcating a
subset of actions that are absolutely morally wrong. Respect
does not always dictate exactly what we should do, but it does
always indicate what we should not do. This is why Kant
refers to the Formula of Humanity as “the supreme limiting
condition of the freedom of action of every human being” [28,
4:431].
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In addition to this behavioral dimension, respecting per-
sons also involves a deliberative dimension. Respect requires
not only that one act so as to respect persons as such, but
also that one give consideration to persons as such in one’s
deliberations about how to act. Kant, and many other moral
philosophers since, have emphasized the deliberative dimen-
sion of respect over the behavioral. One reason for this is
because respect itself is generally thought to be, fundamen-
tally, an attitude or state of mind, and thus is more properly
revealed in deliberation than behavior. But a deeper reason
is because the deliberative dimension is thought to explain
the behavioral: when one gives due consideration to persons
as such in one’s deliberations, one will, as a result, generally
act respectfully towards them [12, p. 210]. Thus the best way
to ensure respectful behavior is by encouraging respectful
deliberation. This will be an important point to keep in mind
as we move forward.

Lastly, it should be noted that respect for persons is not
just some general principle of abstract moral theory; it also
has a number of real-world application contexts. In the past
half-century, moral and political philosophers have drawn
on the concept of respect to explain and justify the nature
and importance of moral rights [23], equality [10, 26, 46],
social justice [34], privacy [9], political liberalism [12], and
multiculturalism and the politics of recognition [40]. Of par-
ticular note is how attention to respect transformed the field
of biomedical ethics, as well as actual health care practice, by
emphasizing the importance of patient autonomy, which is
now widely recognized as a basic principle of bioethics, and
which has provided an essential counterpoint to the traditional
norm of physician paternalism [8].

3 AN ANALYSIS OF MACHINE ACTION
In the previous section, we introduced the concept of respect
and explained its importance to the ethics of (human) action.
Thus, if we wish to preserve an ethical character to machine
action, we must ensure that machine action lives up to this nor-
mative ideal, too. Yet it is not immediately obvious how the
concept of respect should be applied to the case of machine
action, as machine action is in many ways different from
normal human action. However, this dissimilarity should not
discourage us. As we will see, with a rigorous enough under-
standing of machine action, applying the concept of respect
to machine action becomes relatively straightforward. Fur-
thermore, clarifying the differences between machine action
and human action will reveal dimensions of respect that are
unique to the case of machine action and thus all the more
important to explicitly attend to, as we will argue in §4.

To know better how to apply the concept of respect to the
case of machine action, we first need a more fine-grained anal-
ysis of machine action. Here we present an original analysis,

which we believe captures the most ethically salient com-
ponents of machine action. However, we should note at the
outset that this analysis is not intended as definitive or unas-
sailable; others can and should modify or expand this analysis
as they see fit. The present analysis is intended, rather, as a
template or framework for the sort of analysis of machine
action that we believe is needed to think more rigorously and
systematically about the ethics of machine action.

We analyze machine action into six components, divided
into two groups (Table 1). The first group encompasses what
we call the “kinds” of machine action, or the types of ac-
tion or sub-action that a machine intelligent system might
perform. Here we identify three basic kinds: observations,
classifications, and interventions. The second group encom-
passes what we call the “strata” of machine action, or the
levels at which a machine action might be carried out. Here
we identify, similarly, three basic strata: individual, collective,
and iterative.

Group Component

Kinds Observation Classification Intervention

Strata Individual Collective Iterative

Table 1: The components of machine action

Some basic examples will help clarify what we mean by
each of these different components. Let us begin with the
three kinds of machine action.

“Observations” are actions that correspond to some mode
of data capture [4]. These actions are often defined specifi-
cally by an engineer who designs a data mining or behavioral
tracking system; however, autonomous experimentation [13]
is beginning to replace the need for human definitions. Ex-
amples of observations are taking behavioral analytics, server
logging, storing revision histories, and sensor time series.
Observations are, of course, a component of human action
as well; but notably, machine observation elevates the abil-
ity for tracking and experimenting beyond what a human
could do. Furthermore, whether constructed by a human or
an autonomous algorithm, machine observation establishes
the space of possibilities, or ground truth, that will determine
all further actions that the machine or any associated machine
intelligent systems will take.

“Classifications” are actions that assign users classifiers
and change how they are “seen” or treated by a machine in-
telligent system (typically, on the basis of data that has been
collected from a prior observation action). Classifications are
the process of using statistical and computational methods to
cluster, organize, or label users and their data [39]. Examples
of classification include training a classifier that predicts a
user’s religion [30] or mental health [32, 36], the results of
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which will then change what ads or content the user sees.
Trained models may be construed as a species of classifi-
cations, as such models form the basis from which future
decisions are made. The act of creating classifications allows
for the further embedding of those classifiers or models into
any relevant autonomous machine system.

“Interventions” happen when a machine actually does some-
thing, changes something, or interacts with a user directly
(typically, on the basis of previous observations and/or classi-
fications). Interventions are the positive product of a machine
acting in the world. Examples of interventions are establishing
the visual order of an interface or suggesting auto-complete
text. Interventions are the most material and manifest action
that a machine may take. The results of an intervention are
felt by, and may even harm [43], the user, whether or not they
comprehend its occurrence or consequence.

By combining these three kinds of machine action together,
we can form a pipeline where each kind of action feeds into
the next. Thus an observation can create data, which can then
be categorized or structured via some analysis or training,
which can result in a model or set of categories which allows
for a specific intervention on a user. A simple example of this
would be the filtering of social media feeds: In this machine
intelligent system, data is first captured on the basis of user
clicks or likes of content (the observation actions); next, data
that has been collected from many users goes into the training
of a system that ranks content given a specific history (the
classification action); and finally, an autonomous system fil-
ters and orders live content, using those learned ranks, at the
moment a page request is made (the intervention action).

Here it should be noted that, although interventions may
seem like the purest and most important form of machine
action (since they are the finite moments when a human con-
sequence is actually felt), each kind of action in this group
uniquely impacts the conception of and behavior towards the
user in a machine intelligent system. This point is especially
relevant when applying the concept of respect to machine
intelligent systems, since, as was noted above, respect in-
volves not only a behavioral but also a deliberative dimension.
In this regard, the steps that feed into and inform any ma-
chine intervention (i.e., the machine’s “deliberations”) are
just as important to respect as the intervention itself (i.e., the
machine’s “behavior”). We return to this point below, in §4.

Let us now turn to our second group of components, the
three strata of machine action. Beyond the kinds of actions
that machines may take, there are also separable loci at which
machine actions take place. The “individual” stratum consid-
ers a machine action from the perspective of its impact on a
single user. Examples of individual-stratum actions include
observing a single user’s history of responses to a marketing

campaign, assigning a single user a category relevant for tar-
geting, and rendering a specific article or ad at the top of a
user’s feed.

The “collective” stratum views machine actions from the
perspective of how they affect a population of users. Exam-
ples of collective-stratum actions include collecting data from
all employees in a workplace; a data classification that (di-
rectly or indirectly) serves as a proxy for a protected class,
such as race or political orientation; or an image captioning
system that exclusively mistags black faces [1]. To be sure,
collective actions emerge out of the combination of many
individual actions; nonetheless, they warrant separate ethi-
cal consideration, as the combination of individual actions
is itself a matter of ethical concern. This is especially true
when the combination of individual actions results in impacts
linked to a shared attribute that targets a specific community
(e.g., disparate impact [7]).

The “iterative” stratum is the most distinctive component
in our analysis of machine action. Iterative actions are actions
viewed from the perspective of the dynamics and impacts
that occur due to same basic action being repeated and re-
iterated numerous times (as, indeed, many machine actions
are). We separately identify this stratum due to the fact some
actions, though harmless when looked at in isolation, become
disconcerting once the action is performed repeatedly and
continuously. Take, for example, the persistent shaping of a
user’s news feed. If we were to analyze the personalization of
a news feed on the individual stratum, we may find nothing
wrong with it. But when we consider the same personaliza-
tion being iterated over time, to the extent that a user sees
nothing but what is personalized for them, the psychological
and social consequences of the action become tangible.

The preceding discussion should suffice to clarify our six-
component analysis of machine action. If it is not already
clear, any machine action can be described according to both
its kind and stratum. Thus, by treating our two groups of
components as axes and crossing them, we can create a 3x3
matrix, in which we can locate any particular machine action
according to its kind and its stratum (Table 2).

This analysis of machine action may seem illuminating in
its own right, but recall that our ultimate reason for introduc-
ing it was so as to know better how to apply the concept of
respect to the case of machine action. And indeed, as we will
argue presently, for each kind and stratum of machine action
that we have identified, there is a distinct and specific moral
obligation, arising out of the fundamental moral obligation to
respect persons, which must not be violated if the action is to
be ethical. (Note that this is a necessary, but not necessarily
sufficient, condition for ethical machine action.) Understand-
ing these different obligations is, we believe, foundational to
the structuring of any future regulation that looks to protect
humans in the face of actions taken by autonomous machine
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systems. In the next section, we outline what each of these
obligations are, how they derive from the more basic obliga-
tion to respect persons, and explain why they are important
and relevant to the case of machine action.

4 RESPECT IN MACHINE ACTION
Recall that, when applying the concept of respect to the eval-
uation of any action, the basic question we must ask is: Does
the action respect the persons involved in and/or affected by
the action? (Does the action treat them simply as means, or as
ends in themselves?) Accordingly, when applying the concept
of respect to the evaluation of machine actions, the basic ques-
tion we must ask is: Does the machine action respect the users
involved in and/or affected by the action? (Does the machine
action treat the users purely as instrumental to some goal, or
as autonomous individuals with the basic moral standing of
persons?)

As stated, this basic question is still too general and abstract
to offer any specific guidance in the evaluation of machine
action. However, more specific and focused questions can be
posed, in light of the analysis of machine action introduced
in §3. This is because, as we argue in this section, respect is
manifested in a distinctive way for each kind and stratum of
machine action defined above. These results are summarized
in Tables 3 and 4 below. But to more effectively introduce
and convey these ideas, we first present a number of concrete
cases that illustrate the different forms that respect takes for
each of our kinds and strata of machine action. These cases
will also clarify how prior work in machine learning and
computing ethics fits into our framework.

A preliminary note: One of the distinctive aspects of our
framework is our assumption that respect must be preserved
and promoted for all kinds and strata of machine action. This
assumption may strike some as surprising, as it may seem that,
when it comes to the ethics of machine action, it is only ma-
chine interventions that we should be worrying about, since
this is where the discrete harms of machine actions actually
materialize. However, here again we point to the fact that
respect for persons involves more than the here performance
of respectful behavior. In addition, it requires manifesting
respect in one’s deliberations, or the considerations and sub-
actions that lead up to and result in one’s behavior. Thus, it
is crucial to recognize that we are here outlining a matrix for
discovering the provenance of a machine’s disrespect for its
users, as opposed to identifying specific machine interactions
that actually cause harm. Comprehending this broader spec-
trum of ethical action is, we believe, the only way to tease
apart the increasingly complex interactions that machines are
having, and will continue to have, with humans.

That being said, let us turn now to our cases. We present
one case for each of the nine regions in our matrix (Table 2).
We begin, in §4.1, with some familiar cases of machine action

(Cases A–D), and then turn, in §4.2, to some emerging and
less familiar cases (Cases E–I).

Strata

Kinds
Observation Classification Intervention

Individual A C F

Collective B D H

Iterative E I G

Table 2: Cases in our matrix of machine action

4.1 Familiar cases
Some of the kinds and strata of machine action in our analysis
already have a rich literature concerning the ethical problems
they raise. Here we briefly detail four of the nine regions in our
matrix, whose ethical issues are widely recognized in machine
learning and computing ethics. Yet as we demonstrate, these
well-known ethical concerns can all be seen to derive from
the basic moral obligation to respect the persons (or users)
involved. This, in turn, provides some initial justification for
our respect-based framework.

Case A: Private data collection
[Individual Observation]

Example: Devices and applications that process personal in-
formation about users often violate reasonable expectations
of privacy. The use of technology to collect or show private
information at unexpected, unknown, or unwarranted junc-
tures has already occurred in many cases. The growth of the
internet of things, and ubiquitous computing more generally,
gives rise to machines able to gather information beyond what
an individual can comprehend or manage. This threatens our
individual ability to manage what is known about us and to
whom. A 2015 study of mobile applications [49] showed that
personal information such as location and email address are
being shared with third-parties with no notification to the user.
The FTC recently settled a case with Vizio for not disclosing
how it was collecting user information [2]. Uber’s God View
[11] further proved that without reasonable checks, the data
we expect to be private could be reappropriated outside of our
control.

Analysis: There are two clear ethical concerns in this case.
First, such data collection violates the user’s rights, namely,
their right to privacy. Second, such data collection is (often)
opaque to the user. Our framework explains why these are
legitimate ethical concerns, for both can be seen as failures
to respect the user. Moreover, both failures can be seen to
correlate to the kind and stratum of such actions, that is,
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the fact that they are individual observations. First, for any
individual action to respect the user it affects, it must refrain
from violating that user’s fundamental human or moral rights,
that is, the rights the user has simply in virtue of being a
person [23], and these include the right to privacy [9]. Second,
for any observation action to respect the user it observes, it
must ensure that the observation is transparent, such that the
user can be aware of it. Observations that fail in this regard
end up treating their users purely instrumentally, as mere data
points to be collected, and not as the persons that they are.

Case B: Uneven data collection
[Collective Observation]

Example: Deploying a data capture system that does not col-
lect data evenly across populations creates the problem of
over- or under-sampling certain populations. We expect the
data we collect to represent the true state of affairs, eliminat-
ing the biases that humans carry. However, we are finding
that technology-enabled data capture carries its own poten-
tial to exacerbate inequality between different communities
[6]. The escalation of predictive policing practices has raised
serious questions about the fairness of the impacts. Atten-
tion has already been paid to the fact that facial recognition
databases disproportionately represent black faces [38]. Con-
versely, data collected to solve problems might bias solutions
to aid only those with the most access. Such was the case
with the StreetBump app which helped get potholes get fixed,
but due to faulty data collection methods, did so primarily for
richer neighborhoods [16].

Analysis: This case introduces a further ethical concern, namely,
that such data collection seems unfair, in that it dispropor-
tionately and unequally affects the users in its population.
Again, our framework explains why this is a legitimate ethical
concern, as this, too, can be seen as a failure to respect the
users involved. Furthermore, this concern arises from the fact
that, in this case, we are considering data collection at the
collective stratum, that is, from the perspective of how such
actions affect a population of users. For any collective action
to respect its users, it must ensure that they are all treated
fairly and given equal consideration [10, 46]. This is because
all users share the same fundamental moral status as persons.
Flagrantly unequal and unfair treatment of user populations
fails to respect this shared moral status.

Case C: Triangulating sensitive information
[Individual Classification]

Example: When personal data is handed over to companies,
users can be unaware of what they are truly disclosing. The
ability to predict undisclosed attributes about individuals us-
ing data they provided has already been proven [30]. There

have even been cases of companies selling highly-sensitive,
anonymized medical data to companies that can de-anonymize
the data set using complimentary data [41].

Analysis: The ethical concerns in this case are slightly more
subtle. Like Case A, part of the issue is that such actions
seems to violate the user’s right to privacy [17]. This is not
surprising given our framework, since this case, like Case A,
is considering action at the individual stratum; and as we saw
above, respect at the individual stratum requires not violating
the user’s rights. In addition, the actions of this case seem
objectionable because the user has not been given a voice, or
say, in their classification; rather, the classification was made
on their behalf, without their consultation or consent, and
without even the possibility for the user to object or intervene.
Again, our framework explains why this is a legitimate ethi-
cal concern, as such “voiceless” classification of a user can
be seen as a failure of respect. Indeed, for any classification
action to respect the user it is classifying, it is essential that
the user be given some degree of voice in their classification.
Otherwise, the classification ends up treating the user pater-
nalistically, as a mere means to some desired data-set, and not
a free and self-determining individual.

Case D: Sentencing algorithms
[Collective Classification]

Example: The highly-publicized case of the COMPAS recidi-
vism scoring algorithm highlighted the threat of machines
classifying people along racial lines [5, 15]. Once machines
codify relationships in high-dimensional feature spaces re-
quired for complex models, they have the potential of con-
structing unfair classifiers that discriminate on the basis of
identity. Further, the use of a machine system to solve a con-
tentious human problem minimizes the affected person’s abil-
ity to understand and potentially redress any harm.

Analysis: This case raises two ethical concerns, which we
have already seen above. As a collective action, we must
ensure that the action is fair; and as a classification action,
we must ensure that the action gives users a voice. On both
counts, this case seems problematic, treating the users in its
population unequally, and not giving its users any say in their
classification.

Summary of familiar cases
These familiar cases highlight the relevance of respect to the
ethics of machine action, and detail how respect can be more
thickly conceptualized within our framework. To ensure re-
spect, individual actions must not violate the user’s rights,
collective actions must treat all users fairly and equally, ob-
servations must be transparent, and classifications must give
users a voice (Table 3).
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These specific norms and considerations should already
seem familiar to those in the machine ethics community. Yet
our discussion highlights that these acknowledged ethical
concerns derive from the basic moral obligation to respect
persons. In other words, in emphasizing privacy, fairness,
accountability, and transparency, practitioners in the machine
ethics community have already tacitly been working to ensure
respect in machine action.

This is significant, because respect manifests itself in the
other dimensions of machine action, as well, in ways that are
not at present being discussed. A complete ethics of machine
action must also pay attention to these forms of respect.

4.2 Emerging cases
Thus far, we have looked at cases of individual, collective,
observation, and classification machine actions. What remains
to be discussed are cases of iterative and intervention actions.
Such cases are especially relevant within our framework, since
respect in these cases is not as well understood as it is in the
others. As we argue below, respect in these cases involves
preserving and promoting the user’s autonomy: the user’s
fundamental right to act freely and of her own accord, rather
than being coerced or having decisions made for her.

To further comprehend the threat of these less-understood
issues, we present novel case studies meant to aid in our
collective understanding of the dimensions of respect these
areas of our matrix put into question.

Case E: Low-level behavioral tracking
[Iterative Observation]

Example: Elaine uses her mobile phone to read news. Even
though she chooses not to click on certain articles, she some-
times pauses, shocked by the headlines. To try to minimize
the amount of shock content she receives, she often copies
and pastes information to a separate application to fact check.
While she believes to be avoiding giving information about
what shocks her, the fact observation continues across all
facets of an interaction, she cannot help but inform an intelli-
gent machine of the truth via her behavioral metrics. However,
without some other feedback mechanism for Elaine, it is pos-
sible, if not likely, she will be fed more shocking content.

Analysis: This case is an example of an iterative observation:
it is an observation, because data is being collected; and it
is iterative, because the data collection is done expansively
and continuously. Like other observation actions, part of the
problem here is that the data collection is not transparent to
Elaine. But this case also has a distinctive problem due to its
iterative dimension. Despite Elaine’s best efforts to prevent
the app from knowing too much about her habits, the app’s
iterative data collection outstrips her ability to do so. In this

way, the app undermines her ability to act freely and of her
own volition, and in this regard compromises her autonomy.

Case F: Targeted advertising
[Individual Intervention]

Example: Frederick wants to go to Harvard for college. Lead-
ing up to receiving his admission decision, he displays anx-
ious behaviors by scouring the internet for information about
who has received admission and posting messages to his
friends showcasing how much the uncertainty is bothering
him. Adapting to his social media data and behavioral met-
rics, he begins receiving information related to anxiety and
depression medication. Despite never having thought of him-
self as depressed or feeling unhealthy anxiety before, upon
being rejected from Harvard, in a moment of vulnerability,
he is shown an ad framed as “Is anxiety harming your perfor-
mance?” and chooses to click and purchase.

Analysis: This case is an example of an individual interven-
tion. Its distinctive ethical concern comes from its intervention
dimension. The machine is interacting with Frederick in an
attempt to influence him and make him respond. In itself there
is nothing wrong with a machine (or a human, for that matter)
doing so. However, because the machine is using its trove of
data to show Frederick the ad precisely when it knows he is at
his most vulnerable, the intervention can easily seem coercive
or exploitative. If a human were to intervene in this manner,
we would consider it predatory. In its specificity, the interven-
tion compromises Frederick’s autonomy and disrespects his
status as a free, autonomous individual.

Case G: Influential advertising
[Iterative Intervention]

Example: Just before bed, Gina tends to browse the internet
for new clothing. Recently, she has noticed more photos and
ads with fashion models showing up across all of her plat-
forms, especially at night. Gina is now beginning to feel inse-
cure when she’s tired and can’t stop being bombarded with
expensive clothing and thin models. After a few nights where
her mind began to wander toward very negative thoughts, she
decided she should stop looking at clothes before bed and
read something else instead. However, now that her interests
and browsing times have been learned, even on unrelated plat-
forms, she is continuing to be shown models in every ad bar.
Her insecurity worsens and she is now considering counseling
for body image issues which she never used to have.

Analysis: This case is an example of an iterative intervention,
combining elements from Cases E and F. As we have already
seen, both iterative and intervention actions run the risk of
compromising a user’s autonomy. In this case, the iterative
dimension is what is particularly ethically problematic. As
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a one-off intervention, showing an ad to a user does not dis-
respect their autonomy; we can reasonably expect the user
to display some resilience. Yet when performed iteratively,
this intervention becomes more of a concern, as it can shape,
influence, and determine a user’s self-conception, and thereby
compromises a user’s ability to form that conception freely
and for themselves. These tactics have already been discussed
as an emerging possibility in targeted marketing [33].

Case H: Filter bubbles
[Collective Intervention]

Example: Heather and Henry are friends in real life and social
media. Though they have very separate interests, their friend-
ship is built on a mutual respect for one another. One day
Heather sees information in her news feed about a new fed-
eral policy proposal that she finds concerning for her family.
Knowing that her friends may care to know how this could
impact her, she posts a heartfelt plea to stand against this
policy, outlining the impact it would have on her particular
family situation. She asks that if you disagree not to bring it
up in front of her brothers or sisters who are having issues.
Meanwhile Henry receives news that explains a polar oppo-
site view of the same policy and his feed filters out Heather’s
plea due to distinct political interests. Doug then raises the
issue in front of Heather and her sister while at a party, which
hurts Heather given her public plea. Neither knows what the
other has seen and thus both assume the other is completely
unreasonable.

Analysis: This case is an example of a collective intervention.
The intervention itself (like Cases F and G) is concerning due
to the fact that it is opaquely filtering information in a way
that restrains individuals’ – such as Henry’s and Heather’s –
ability to freely communicate. Moreover, this case is a col-
lective intervention, due to the fact that individuals are being
clustered along interest lines and the effect of the intervention
is to segment the user population. Thus, while the personaliza-
tion of information feeds is not always in itself problematic,
in this case it both limits the communicative capacity of the
individuals and compromises the assumed equality of public
dialogue by restraining information flows across groupings.
Critically, the fact Henry and Heather want to communicate
with each other in a public setting, yet are being opaquely
undermined in doing so, disrespects their autonomy.

Case I: Collateral classification
[Iterative Classification]

Example: A large online search engine begins classifying
words and semantics that are likely to signal highly politicized
or fake news. Leading up to a major federal election, Isaac
is following a surging fringe candidate building conversation

around universal basic income. Though the topic is getting
traction, it does not get taken up seriously by major media
networks. Beyond covering this surging candidate, a number
of smaller publications have begun publishing articles using
unsound claims around environment, refugees, and medicine.
Seeing results being overcrowded by fake news, the search
company decides to apply its classifier to its search engine
to improve people getting news with sound sources. With
only a few days until the election, all articles around universal
basic income along with those discussing unsound science
disappear from the top of search results. By the time the
company realizes the issue, the election day has come and
went and the surging candidate lost traction and exposure.

Analysis: This case is an example of iterative classification.
It is a classification because we are dealing with a trained
model classifying news content that is likely to be fake or
biased; and it is iterative because the same internal logic of
the model is being applied over and over again to all articles.
In this case, the model was very good at identifying fake news
and lowering its rank in search results. However, it came
with a hidden cost of misclassifying articles representing real,
factual political discourse that carried features intertwined
with those signaling fake news. Yet the ethical concern in this
case goes beyond the model’s failure to accurately classify
real news. More fundamentally, the model impeded voters’
ability to find news related to their issue of choice [45]. It
decided what was relevant for them, rather than allowing
users to freely make this decision for themselves.

4.3 Summary
In this section we have argued, on the basis of the above cases,
that the general moral obligation to respect persons can be
seen to take on a more specific form according to the kind
and stratum of machine action at issue. Thus, each kind and
stratum can be associated with a specific norm of respect
(Table 3), and each of these norms can be understood in light
of a corresponding ethical question (Table 4).

Group Component Norm

Kinds

Observation Transparency

Classification Voice

Intervention Autonomy

Strata

Individual Rights

Collective Fairness

Iterative Autonomy

Table 3: Norms of respect
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Norm Question

Transparency Is the user (able to be) aware of the action?

Voice Is the user able to influence the action?

Rights Does the action violate the user’s rights?

Fairness Does the action treat all users fairly and
equally?

Autonomy Is the user still able to act freely and of her
own accord?

Table 4: Questions of respect

Here, then, is our basic recommendation: If you are consid-
ering the ethics of any particular machine action, first identify
which cell(s) in our matrix the action falls under, and second
pose to yourself the corresponding questions of respect.

Admittedly, this recommendation leaves many of the hard
questions unanswered. We do not assume that it is obvious
when, for example, an observation is sufficiently transparent,
or a user is able to act freely and of her own accord. Yet
this is not the purpose of our framework. Its purpose, rather,
is to clarify the kinds of questions that we should be asking
when evaluating the ethics of machine action. By having these
questions in view, it is our hope that the task of designing
ethical machine actions will seem more tractable and a little
less daunting. The hard work of answering these questions,
however, lies with all of us.

5 CONCLUDING REMARKS
This paper has addressed the ethics of machine action using
a philosophical framework based on the concept of respect.
Our fundamental assumption has been that a linchpin of all
ethical action is that persons – the users in intelligent machine
systems – must be treated as persons, that is, as autonomous
agents and ends in themselves. Based on the multifarious
abilities of intelligent machines, we applied our framework
of respect to clarify the various ways in which machine ac-
tions can undermine this fundamental moral obligation and
disrespect their users, by treating them as purely instrumental
to their objective. We believe this framework encompasses
much of what has already been looked at through the lenses
of privacy, fairness, accountability, and transparency, while at
the same time expanding our intuitions about ethical machine
action in emerging cases.

Our framework of respect is a pathway towards what could
ultimately guide organizational policy, engineering best prac-
tices, and government regulation. When building systems that
interact with humans and their data, a first evaluation should
be to ask, “What is the conception of the user in this system?”
Namely, “Does our system treat the persons involved as ends

in themselves, or purely as means to the system’s objectives?”
If we cannot meaningfully answer these questions, then we
may be designing a system that unethically instrumentalizes
and dehumanizes its users.

Researchers are already undertaking the challenge of quan-
tifying and systematizing definitions of “fairness”, “account-
ability”, and “transparency”. We believe our rubric may aid
in helping practitioners know when they should be apply-
ing these tools. For example, our framework clearly distin-
guishes between systems whose objectives are normatively
contentious, insofar as their actions impinge on their users’
rights and autonomy (e.g., passive data capture mechanisms)
and systems whose objectives are normatively unproblematic,
insofar as their actions do not violate their users’ rights or
autonomy (e.g., screening medical imagery for cancer).

We encourage researchers to further clarify and expand
the kinds and strata of machine action we have proposed.
Many of these cases, particularly the iterative stratum, involve
complex social dynamics that will need more robust defini-
tions as new cases emerge. There is also work to be done
in designing better protocols for transparency and systems
analysis in terms of the interpersonal dynamics promoted
for affiliated users. As we have seen with fairness, once we
can build robust conceptions of what ethical treatment looks
like, we can move on to quantifying and implementing ap-
proaches. One major recommendation of our framework is
that future systems should also be designed to give users a
voice, by, for example, receiving live feedback from users and
incorporating this feedback into future actions.

Admittedly, this paper does not solve the ethical problems
we’ve highlighted; but this was not our aim. Our goal was to
clarify our intuitions around how machines may curtail the
rights and freedoms that we all see as ethically fundamental.

We hope readers walk away with a better understanding of
the kinds of questions they should be asking of intelligent ma-
chine systems and an improved comprehension of the ethical
space that machine actions occupy in human life. Given our
current discourses around rights and regulatory mechanisms
to protect those rights, we believe a framework like ours can
take us further towards a systematic approach to the ethics
and regulation of machine action.
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